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WmBE  SHDUN  OTHIRWISE 


I'.qRKT.qTTTVR  TKTVR.qT 
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IGATIVE  MATTER) 
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Tetter 


This  document  contains  i ii  Mi  i'  i,  ri-cted  to  case  participants. 


b6 

b7C 


bl 

b3 

b6 

b7C 

b7E 


Synopsis : Opening  of  a| 

mishandling  of  classified  information . 


investigation  of  a possible 


Investigation  Ini tiated : 11/13/2012 


llj.j Adminis-trative-  -Notes--: - Case  predicated  upon  FBI  Tampa’s 

investigation,  288A-TP-74641 . 


Details : 


b7E 


b7E 


PETRAEUS-2180 


Title : 
■Re:- 


11/13/2012 


Captioned  investigation  is  predicated  based  upon  Tampa’s 


FBI  agentd 


BROADWELL  provided  the  agents  with  two  personal  laptops^ 
which  were  forensically  examined  by  the  FBI^  and  found  to  contain  what 
is  believed  to  be  several  classified  documents,  BROADWELL  was  again 
interviewed  on  November  2,  2012  by  the  same  Tampa  agents.  At  which 
time,  BROADWELL  was  advised  that  several  classified  documents  were 
found  on  the  computers  she  provided  the  agents  on  September  24,  2012, 
BROADWELL  identified  several  of  the  documents  shown  to  her  as  being 
from  her  time  in  Afghanistan,  but  was  unable  to  provide  specifics  on 
how  she  obtained  them,  BROADWELL  spent  several  months  in  Afghanistan 
researching  her  book  on  David  PETRAEUS,  During  her  time  in  Afghanistan, 
BROADWELL  was  given  access  to  several  briefings  at  the  secret 
classification  level.  She  stated  that  she  would  sometimes  obtain  a 
paper  copy  of  the  briefings  she  attended  in  order  to  preserve  as 
research  for  her  book, 

(U/^^^0)  As  a result  of  finding  possible  classified  information  on  the 
laptops  provided  by  BROADWELL,  a 


12,  2012, 


jointly  by  FBI  Tampa  and  FBI  Charlotte  on  November 
additional  documents , believed  to  be 


classified,  were  found 
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. investiaation , 2 8 8A-TP-7 4 64 1 . On  Seotember  24,  2012,  Tamoa 

interviewed  Paula 

b7C 

ocial  security  number 

date  of  birth. 
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PETRAEUS-2181 
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U.S.  Department  of  Justice 

Federal  Bureau  of  Investigation 

Washington,  D.C.  20535-0001 

(U//^®^0)  Date:  November 


(U//FQ0Q)  Report:  Initiation  of  Investigation  LHM 


(U//^^0) 


Preliminary  Investigation  ( PI ' 
Pull  Investigation  ( FI ) 


iiijiiiiM 

HlKlIlf  IS  IIKLIJSSIFIKD  EICEPT 
MEEBM-  SHOW  OTHESWISE 


Single  sub j ect 
Multi-sub j ect 
Enterprise 

Foreign  intelligence  collection 
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(U//P^O) 

(uZ/p^o) 


Investigation  initiated  by:  ^ Field  Office;  or  FBIHQ 

I I Initiated:  11Z13Z2012 

FBIHQZDOJ  notice  via  LHM  required  if  (check  all  that  apply)  : 


A.  Full  on  USPER 

B.  SIM  (PI  or  full) 

C.  Enterprise  investigation 

D.  Eoreign  intelligence  case 


li) 

bl 

b3 

b7E 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your 
agency;  it  and  its  contents  are  not  to  be  distributed  outside  your  agency. 


PETRAEUS-2182 


(U//F^O)  Factual  Predication: 


(U/^^0)  Investigation  is  predicated  based  upon  Tampa's  Cyber 
investigation,  288A-TP-74641 . On  September  24,  2012,  Tampa  FBI  agent 

inpprvipwpd  Paul  3 RPnAnTATF.TJ,,  date  of  birth, 

social  security  numbe BROADWELL  provided 

the  agents  with  two  personal  laptops,  which  were  forensically  examined  by 
the  FBI,  and  found  to  contain  what  is  believed  to  be  several  classified 
documents.  BROADWELL  was  again  interviewed  on  November  2,  2012  by  the  same 
Tampa  agents.  At  which  time,  BROADWELL  was  advised  that  several  classified 
documents  were  found  on  the  computers  she  provided  the  agents  on  September 
24,  2012.  BROADWELL  identified  several  of  the  documents  shown  to  her  as 
being  from  her  time  in  Afghanistan,  but  was  unable  to  provide  specifics  on 
how  she  obtained  them.  BROADWELL  spent  several  months  in  Afghanistan 
researching  her  book  on  David  PETRAEUS . During  her  time  in  Afghanistan, 
BROADWELL  was  given  access  to  several  briefings  at  the  secret 
classification  level.  She  stated  that  she  would  sometimes  obtain  a paper 
copy  of  the  briefings  she  attended  in  order  to  preserve  as  research  for 
her  book. 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your 
agency;  it  and  its  contents  are  not  to  be  distributed  outside  your  agency. 
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2012  . 

were  found 


(U/F^0^)  As  a result  of  finding  possible  classified  information  on 

^ntnns  nroAn  ded  hy  BROADWELL,  a 

In ni ntly  by  FBI  Tampa  and  FBI  Charlotte  on  November  12, 

, additional  documents,  believed  to  be  classified. 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your 
agency;  it  and  its  contents  are  not  to  be  distributed  outside  your  agency. 


PETRAEUS-2184 


(U/7fO^^I^  IV.  Certification : 

The  case  agent  and  all  approving  personnel  certify  that: 


X A.  An  authorized  oiiropse  and  adequate  predication  exist 
for  initiating  the  investigation; 

X B.  The  investigation  is  not  based  solely  on  the  exercise 
of  First  Amendment  activities  or  race,  religion, 
national  origin  or  ethnicity  of  the  subject;  and 
X C.  The  investigation  is  an  appropriate  use  of  personnel 
and  financial  resources . 


SECREl 


JFORN 


This  document  contains  neither  recommendationsjiorcdnclusions  of  the  FBI. 
agency;  it  and  its  contents  are  not  to  be  distributed  outside  your  agency. 
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Synopsis:  (U)  Document  the  requests  made  to 

I for  the  preservation  of 
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Investigation  Ini tiated : 11/13/2012 


Enclosure  (s)  : F.nnl  n^f^.d  thf^  following  items: 

1.  (U)  Letter  tJ 

records 

2.  (U)  Letter  tc| 

records 

3.  (U)  Letter  tJ 

records  I- 


reference  a request  for  preservation  of 
reference  a request  for  preservation  of 

reference  a request  for  preservation  of 
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Details : 


On  11/16/2012,  the  writer  s^nt . vn  mn  1 t.s  for 

preservation  of  records  to 


The 
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(U)  Request  for  preservation  of  records, 
11/19/2012 
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requests  were  for  the  following 


b6 

b7C 


♦♦ 


^rsE5RET7^^2SOEQBN 

2 


PETRAEUS-2188 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  Transfer  of 
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Contact : 
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mmiM  IS  mrcukssiFim  emieft 

fe-.-HE-RH  SHOW  OfHlEWISE 


Approved  By : A/  S S a| 
Drafted  By: 


Case  ID  #:  288A-TP-74 641 


(U//^F^:g^^PAULA  BROADWELL  - SUBJECT; 

:0MPUTER  INTRUSIONS 


CRIMINAL 


SENSITIVE  INVESTIGATIVE  MATTER 
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Title:  Transfer  ofj^ 

Re:  288A-TP-74641,  11/26/2012 


Details : 


Writer  requests  to  transfer  evidence  item 


with  laptop  serial  numbed 


e-ntere-d a.s an 


..  im 


to  FBI  Charlotte^ 


Evidence  Control, 
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Title:  (U)  To  request  Legat  assistance 


From:  COUNTERINTELLIGENCE 


Contact : 


Approved  By 
Drafted  By: 
Case  ID  #: 


Date:  11/26/2012 

CUkSBIFIED  BY:  NS  ICG  C€€W46B11 
RIASOM:  1.4  CC) 

tmcmssim  m:  12-31-203? 

ICATE ' Ofi— 2?’—2016 


fSFNSTTTVF  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  To  request  assistance  from  Legat  Kabul  to  contact 
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ISAF  Public  Affairs  officer, 


R^aspn:  1 , 4 (b) 
Derived^FrOT^ 
NSISC-gil&WIll 
Declassify  On:  2037] 


Investigation  Ini tiated : 11/13/2012 


Details : 


b7E 


Captioned  investigation  has  been  opened  to  determine  if  the  subject 

informatiorl 


(S/2©^7^ 


1 


bl 
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b7E 
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b7E 


Pentagon 

officials  have  contacted 

1 

|at  ISAF,  DSN 

who  indicated  he 

could  provide  the  FBI  with  further  information 
Afghanistan,  it  is  requested  that  Legat  Kabul  have  personnel  contact 


PETRAEUS-2191 


unclassified  FD-302  to  the  captioned  investigation. 
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Event  Title:  (U)  Submission  of  Evidence 
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Date : 
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nECLASSm  CM: 

mm:  0€-27-2Dl€:i 
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Case  ID 


By: 
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jkLL  mmim&TiaN  cxintiined 

HSREIir  IS  UNCLASSIFIED:  IXCI-PTI 
wmm  SHDMN  OTHESMISE 

(SENSITIVE  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Investigation  Ini tiated : 11/13/2012 


Acquired  By: 


on  11/27/2012 


Acquired  From: 


Receipt  Given? : No 


Holding  Office : CHARLOTTE 


b6 

b7C 

b7E 


Details:  No  Details  Provided 


Item  Type 

IB  CART 


Description 


Location  Area:  NA 

Specific  Location:  NA 

Device  Type:  Other 

Number  of  Devices  Collected:  1 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 
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Evidence  Log 


Event  Title: 
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Case  ID  # 


(U)  SUBMISSION  OF  EVIDENCE 


Date:  11/30/2012 
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SENSITIVE  INVESTIGATIVE  MATTER) 
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SENSITIVE  INVESTIGATIVE  MATTER 


Investigation  Ini tiated : 11/13/2012 


Acquired  By: 


bn  11/26/2012 


b6 

b7C 

b7E 


Acquired  From: 


Receipt  Given? : No 
Holding  Office : CHARLOTTE 


Details:  No  Details  Provided 


Item  Type 

IB  CART 


Description 


1 1 /26/9ni  9 


Acquired  On:, 

Located  By:  | 

Other  Locator: 

Location  Area:  NA 
Specific  Location:  NA 
Device  Type:  Other 
Number  of  Devices  Collected: 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 
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Investigation  Ini tiated : 11/13/2012 


Details : 


b6 

b7C 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


b7E 


In  order  to  develop  a complete  biographical  profile  for  the  subject  of 
captioned  investigation,  FBI  Charlotte  needs  to  obtain  any  and  all 
military  records  relating  to  this  subject.  In  addition  to  an  SF-86, 


SI- 


r.h;^r1  ntt(^ c^nbn  ^r.t ' .d 


Charlotte  also  requests  any  records 

relating  to  military  deployments,  as  well  as  records  for  use  of 
overseas  military  transport. 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2197 


[HsBiRETTT^S©^^ 

Uj T-i-t-l-e-: /nKT  Request  for  military  records 


Re; 


11/21/2012 


(-U|i  ^//^)  Given  the  priority  placed  on  this  investigation  by  FBIHQ^  FBI 

Charlotte  requests  all  records  be  forwarded  by  St,  Louis  as  quickly  as 
possible,  Charlotte  will  then  follow  this  EC  with  a letter  requesting 
certified  copies  of  the  military  record. 


bl 

b3 

b7E 


bl 

b3 

b6 

b7C 

b7E 


b6 

b7C 
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J4LL  IMlDMfeflOIT  tONffAima 

HERT^TW  IS  XJUCjUSJSSIFIEO 

DI4TE  0€-27-20ie  B¥  C€m‘46Bll  MSICG 


From: 

. ..  i.  . 

To: 

Subject: 


b6 

b7C 

b7E 


legBi  Departmesit 


pursua  nt  to  your  volcemaji  on  11/26/2012,  m which  you  i ndicated  the  faxed  roquest  was  not  legible  to  read  each  of  the  emafts,  l am  providing  the 
following  list  consistent  with  the  onginat  request  that  was  sent  to|  |)n  11/16/2012.  Please  let  me  know  if  you  have  questions: 


b3 

b6 

b7C 

b7E 


wAmim 

This  document  is  the  property  of  Federal  Bureau  of  Investigat ton  (FSi)  and  is  provided  solely  to  facilitate  coordination  with  your  agency*  The 
information  may  not  be  discLosed  outside  your  agency  mthoat  the  express  authorizQtiQn  of  fBI.  If  you  are  not  the  intended  recipient  of  this 
information  then  disclosure^  reproduction^  distribution^  or  use  of  this  information  is  prohibited  (18  USC  Section  641}^  Please  notify  the 
originator  immediate  to  arrange  for  proper  disposition. 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title 


Preservation  Letter 


From:  CHARLOTTE 

CEOS 


Contact! 


Approved  By: 
Drafted  By: 


Case  ID  #: 


Date:  12/04/2012 

CLASS IFim  BY:  NSIOG  Cfi6¥4€Bll 
REASON:  1.4  |C| 

DICLISSIIT  m:  12-31-203? 

HATE:  06-27-2 DIS 

1111111111^ 


: SENSITIVE  INVESTIGATIVE  MATTER) 

IS) 

:VE  MATTER 


SENSITIVE  INVESTTGATi 


bl 

b3 

b6 

b7C 

b7E 


Synopsis:  (U//F^Sst^ 

Preservation  Letter 


Document  contact  with| 
served  on  11/16/2012, 


concerning 


b3 

b7E 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U//?0J^)  Email  sent  tc^  I Legal  Department. 


Details : 


(U//^F&^5^  On  11/26/2012^  the  writer  received  a voicemail  message 
from  th|  I Legal  Department  concerning  their  receipt  of  the 


Preservation  Letter  sent  via  facsimile  from  the  Charlotte  Division  on 
11/16/2012.  The  voicemail  message  froml 


[no  last  name  or 


contact  phone  number  provided)  acknowledged  the  receipt  of  the 
Preservation  Letter,  however,  she  requested  the  writer  send  her  an 
e-mail  listing  the  accounts  as  the  facsimile  she  received  was  poor 
quality  and  she  wanted  to  ensure  she  had  the  correct  accounts.  In  her 


b3 

b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-2200 


voicemaij Iprovided  the  e-mail  account 

and  requested  the  writer  list  her  name  in 
the  subject  line  of  the  e-mail. 

O)  After  verifying  the  e-mail  address^  the  writer  emailed 
11/27/2012.  The  writer’s  e-mail  is  enclosed  with  this 
communication . 


b3 

b6 

b7C 

b7E 


b6 

b7C 
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FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communication 


Title 


: (U//F^0 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Preservation  Letter 


Date : 


11/30/2012 


CLi.SSIFIlD  B¥:  NS  IOC  C€e¥4eBll 
EEASm:  1.4  |C| 

BECL&SSXFY  ON:  l2~«31-2037 
imm:  0€-27-201€: 

■iliillliil^ 


Drafted  By: 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER) 


VE  MATTER 


Synopsis:  Document  receipt  of  facsimile  fro: 

acknowledging  receipt  of  Preservation  Letter, 


Reason : 1,4 (b) , (c) ^ 

De  r i 

NS  I s 

De6l^^sify  On:  20371^ 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed 
1,  (U)  Facsimile  from 
Letter , 


following  items : 

acknowledging  receipt  of  Preservation 


Details : 

On  11/26/2012, 

sent  a facsimile  to  the  Charlotte  Division  acknowledging  the  receipt  of 
the  Preservation  Letter  sent  under  captioned  matter  on  11/16/2012^  for 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title 


(S) 


From:  ST  LOUIS 

SL-RECORD  CENTER 

Contact : 


Approved  By: 
Drafted  By: 


Date:  12/06/2012 

liiillliiillilliliiQ: ,,, 

CLASSIFIED  BY:  MS  ICG  C€€M46Blli 
REASCMt  1.4  (C) 
mCUkSSIlY  Olf:  12-31-2037 
El'Jk^E . Ofr— 27— 201€ 

bl 

b3 

b6 

b7C 

b7E 


Case  ID  # 


( TKT^^-F  Q T T A T T VF. 

1 

1 

SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis : 


bl 

b3 

b7E 


nvestigation  Ini tiated : 11/13/2012 


b7E 


Details : 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2205 


Investigation  at  St,  Louis  completed. 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Requests  to  preserve  records. 


Date:  12/07/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


CLASSIFIED  BY:  MS  ICO  C«6lf4fiBll 
mMSm:  1.A  (C) 

DECLASSIFY  OM:  12-“31-2037 
D&fl:  06-2?-20ie 

HEHEJN  IS  TINCL&SSIFIEn  EXCEPT : 
WHERE  SHOWM  OTHERMISE 


Drafted  By: 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  # 


(SENSITIVE  INVESTIGATIVE  MATTER) 

CS] 

U ■Ll^ULJ^.L.L^ll.L.LulE  MATTER 


Synopsis: LLU nocnment  the  requests  made  to 

for  the  oreservation 

oi 

associated  wi  U\ 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items : 


1.  (u//^p&^)  Letter 


to 


reference  a request  for 


preservation  of  records . Email  correspondence  f rorT| 
acknowledging  receipt  of  letter. 


2.  (U/^/^D^J^g^Letter  to 
preservation  of  records 

3.  Letter  tc| 
records . 


reference  a request  for 


reference  a request  for  preservation  of 


b7E 


b3 

b7E 


Details : 


On  12/06/2012,  the  writer,  sent  requests  for  preservation  of 


records 


td 


The 


b3 

b7E 
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BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title 


: Dqcmnent  contact  with 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By: 
Case  ID  # 


Date:  12/14/2012 

lilllllllllll^ 

llllll^^  bi 

IIIIIIIIH^^^^^  J33 

iiiliiBiiiSiiiliiiii^:ilil( 

b7C 

b7E 


SENSITIVE  TNVESTTGATTVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U//FOUQ)  Document  contact  with[ 


concerning  request  to  preserve 


records . 


b6 

b7C 

b7E 


Reason : 1,4 (b) 
Derived 
N S I S C 

Declassify  On:  203" 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 

J LLlZ/F^XjO)  Email  communications  between  Sa| 

concerning  request  to  preserve  records, 


b7E 


b6 

b7C 


Details : 


(U/AFO^)  On  12/11/2012^  the  writer  received  an  e-mail  frorrJ 


b6 


1 

n 

Th 

e e-mail  was  in  b7E 

6/2012  to 

response  to 

a Preservation  letter  sent  to 

on  12/ 

preserve  thl 

PETRAEUS-2213 


(U//Fp!&^  In  the  12/11/2012  e-mai] 


advised  tha 


reviewed 

Broadwell 


tronic  records  and  found  none  belonging 
further  noted  that  Broadwell  left  the  I 


and  her  records  would  be  been  destroyed  years  ago, 


♦ ♦ 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Request  for  preservation  of  records. 


Date:  12/19/2012 


From: 


CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


llililllM 

b3 

111111111111111^ 
lllBlllliiiliiillliBllliM 


Drafted  By: 


Case  ID  #: 


(SENSITIVE  INVESTIGATIVE  MATTER) 

■-  (S) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  Document  the  request 


for  the  preservation  of 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 


1.  (U)  Letter  t(\ 

records . 


reference  a request  for  preservation  of 


b3 

b7E 


b7E 


b3 

b7E 


Details : 


On  12/18/2012,  the  writer  sent,  via 


preservation  of  records  tc 

1 

facsimile,  a request  for 
The  request  was  for  thJ 


b3 

b6 

b7C 

b7E 
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FD-1057  (Rev.  5-8-10) 


^Si!5>SS5?S5> 


NOFORN 


FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communiccition 


Title:  (U)  Request  for  preservation  of  records, 


From:  CHARLOTTE 


CEOS 

Contact : 


Approved  By: 


Date:  12/20/2012 

|||i||||||l|i||i|B 

liLL  IieOililiflOKr  COHmiHE-D 
mmiM  IS  UHCLUSSIFIED  EiCDEFT 

wmm  SHOW  othshmise 


Drafted  By: 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER) 


E MATTER 


Synopsis:  (U) 

preservation  of 


ion:  1.4  (b)  , (c) 


Derived 

NSISC-2C 


rassify  On:  2037! 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items : 

1.  (U)  Letter  to  reference  a request  for 

preservation  of  records , 

Details : 


On  12/19/2012,  the  Charlotte  Drvision  sent,  via  facsimile,  a request 

for  preservation  of  records  to The  request  was 

for  the!  I 


PETRAEUS-2228 


bl 

b3 

b7E 


Title:  (U)  Request  for  preservation  of 

..Re.:...J 12/20/2012 


records . 


♦♦ 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title: 


(U) 


Preservation  Letter 


Response 


From:  CHARLOTTE 

CEOS 

Contact 


Approved  By: 


Date:  01/02/2013 

CmSSIWlEB  BY:  MSICG  C€€M46B11| 
REASON : 1.4  CC) 

DICLASSIIT  CM:  12-31-2038 
DAfl: 

IHIIIIilH 


Drafted  By: 
Case  ID  #: 


(SENSITIVE  INVESTIGATIVE  MATTER 

OL'MO  1 i|i  1 WL' 1 1 riV\\  1 

ISI 

T'T?  AA7\'T"T'T?D 

bl 

b3 

b6 

b7C 

b7E 


Synopsis:  (U)  Communication  frorri 

a preservation  letter, 


n response  to 


b3 

b7E 


I Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)| 


Preservation  response 


Details : 


On  12/19/2012,  writer  faxed  a Preservation  Letter  tq 

I in  regards  to 


On  01/02/2013,  writer  received  the  enclosed  response  from 
acknowledging  receipt  of  the  Preservation  Letter  and  advised 
information  related  to  the  investigation  had  been  identified  and 
preserved . 


b7E 


b3 

b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-2257 


■ffl 


bl 

b3 

b7E 


♦ ♦ 
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FD-1057  (Rev.  5-8-10) 


BUREAU 


iXvoc'Wiwr^NS: 

■ORN 

INVESTIGATION 


Electronic  Communiccition 


Title:  (U//FQKD)  Request  to  transfer  evidence. 


From : TAMPA 

TP-8 

Contact : 


Approved  By 
Drafted  By: 


Case  ID  #:  288A-TP-74 641 


Date:  01/10/2013 

hhL  II^IFOiM&TICW  CCTiraiNlD 
mmiM  IS  TJMCL&SSIFIED  EXCEPT 
MHEIE  SHOTO  OTHERMISE 

bl 

b3 

b6 

b7C 


(U//Fg&^:CrPAULA  BROADWELL  - SUBJECT; 

COMPUTER  INTRUSIONS  - 


(SENSITIVE  INVESTIGATIVE  MATTER) 

is:) 

Synopsis:  (U//F^^)^^)  Request  to  transfer  evidence  items  to  CE  Divisi 


on . 


assify  On:  2038DK17 
Investigation  Ini tiated : 06/14/2012 


Package  Copy:  (U//Fpdo>j^  Evidence  item  IBl. 

Details : 


b7E 


At  the  direction  of  Tampa  and  FBIHQ  executive  management^  captioned 
investigation  will  be  closed.  In  order  to  close  captioned 
investigation,  writer  requests  to  physically  transfer  evidence  item  IBl 
to  CE  Division  under  captioned  CE  case  number. 

Additionally,  writer  requests  to  administratively  transfer  evidence 
items  1B2  through  1B57  to  CE  Division  and  captioned  CE  case  number,  as 


PETRAEUS-2259 


SE 


PEN 


Title:  {'\J/ /'po^Q)  Request  to  transfer  evidence. 

Re:  288A-TP-74641,  01/10/2013 


those  items  are  currently  physically  located  in  CE  Division. 


♦♦ 


PETRAEUS-2260 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  01/16/2013 


Title: 


CONSOLIDATION  OF  EVIDENCE 


Approved  By: 
Drafted  By: 
Case  ID  #: 


288A-TP-74641 


|||:||i|||i||||||||||||^ 

bl 

b3 

rqTTMqTTTVTr  tmvrsTIGATIVE  MATTER) 

Isi 

b7E 

J 


kM  1 1\}^  iiM  V jLk!)  1 HoAi  1\}A  MATTER 
MT//Fr^^  PATTT.A  RROADTaTETJ,  - SUBJECT; 


COMPUTER  INTRUSIONS  - 


CRIMINAL 


Svnr.r).=!i  g ; ^ REQUEST  TO  CONSOLIDATE  EVIDENCE  FROM  2 8 8A-TP-7  4 64 1 INTO 


♦ ♦ 


SECRET/ 


'CRN 
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FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communiccition 


Title:  (U)  Request  for  preservation  of  records. 


From:  CHARLOTTE 


CEOS 

Contact : 


Approved  By: 


Date:  01/22/2013 


cu^siwim  BY;;;  Nsiix  mm4mii 

EEaSOKT:  1.4  fCJ 
nM:i*l^SIlT  CM:::  12-31-2038 
06-29-2 01€ 


HEMIM  IS  OICIASSIFIED  ESCCEPT 
MHEBM-  3HOMCJ  CWHE-ElflSE 


Drafted  By: 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER)  b7E 


E MATTER 


Synopsis:  (U)  Document  the  request  to  I 

preservation  of 


for  the 


1.4(b)  ^ {o)j^ 

Derived^From^^^*Bl 
NS  I S 

De^r^sify  On:  20371^ 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  a 
1.  (U//^E^!^)  Letter  tol 

preservation  of  records . 


ing  items : 

reference  a request  for 


Details : 

On  01/22/2013,  the  Charlotte  Division  sent,  via  facsimile,  a request 
for  preservation  of  records  to  The  request  was  for  the 
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SECRE^  /NOFORN 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


\ ' ^ 'i  ’ w '-V' v'''-  \V  ->  '■'s 


Form  Type:  OTHER 


Date:  02/05/2013 


Title:  (U)  Unclassified  Summary  For  DOJ 


Approved  By: 


Drafted  By: 


Case  ID  #: 


CmSBIWlEB  BY:  MS  ICG  C€€W46B11 
REASON : 1.4  CC) 

DICLASSIIT  ON:  12-31-2038 
OAfl:  06-2S-201g 


illllllll^liiiiilllH 


SENSITIVE  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  Unclassified  summary  o 
provided  to  DOJ  in  January  2012  for  p 
regarding  all  compulsory  processes , 


n ve  s-t -ig.a  t i o n 
ting  OEO  Memo 


ion:  1.4  (b)  , (c) 


Derived 

NSISC-2JC 


.assify  On:  20380^ 


^EcRbtt^^Sqfprn 
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BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U) 


preservation  letter  response . 


From:  CHARLOTTE 

CEOS 

Contact : 


Date:  02/04/2013 

CUkSSIFIED  BY:  NS  ICG  C€€W46B11 
mMSm:  1.4  (C) 

DEC'L&SSLIY  ON:  12~-31~“203S 
HATE:  Dfi-29-2016 


Approved  By: 
Drafted  By: 


HEREIN  IS  mmiSBBIWlEB  EMIEPT 
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Case  ID  #: 

[SENSITIVE  INVESTIGATIVE  MATTER 



IS) 

SENSITIVE  INVESTIGAT 


IVE  MATTER 


Synopsis:  (U 


response  to  preservation  letter. 

ReStsQn:  1.4(b), 

Derived 
NSISC-2£ia^61 
Q^d^assify  On:  2038C5' 


Investigation  Ini tiated : 11/13/2012 


Enclosure  (s)  : Enclosed  are  the  followincf  items; 
1.  (U)  Facsimile  fror 


Details : 


bl 

b3 

b6 

b7C 

b7E 


b3 

b7E 


b7E 


b3 

b6 

b7C 

b7E 


On  01/22/2013,  the  Charlotte  Division  sent  a preservation  letter  to 


requesting  they  preserve  thd 


1 On  0 

'1/23/2013,  via  facsimilel 

1 notified 

1 

the  Charlotte  Division 

that 

W3.S  nn-l- 

a valii 

and  as  such  no  records  would  be  preserved. 

The 

facsimile  provided  internal  reference  numbed 


PETRAEUS-2Z79 


SECR] 


'ORN 


bl 

b3 

b7E 


eservationrtetter  response . 
02/04/2013 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Physical  Surveillance  - 01/25/2013 


From: 


CHARLOTTE 

CE05 

Contact 


Date:  02/06/2013 

CJLMSIFIID  BY:  NS  ICO  C€€W4fiBll 
REASON-  1.4  CO) 

DECLASSIFY  CM:  12-31-2038 


Approved  By: 
Drafted  By: 
Case  ID  #: 
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WBERE  S BOMM  OT HEHM I SE 


SENSITIVE  INVESTIGATIVE  MATTER) 


m 


SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


Synopsis : 

Charlotte  ^ 


(U)  A physical  surveillance  of 

North  Carolina  was  conducted  by  writer  on  01/25/2013. 


b6 

b7C 


Investigation  Ini tiated : 11/13/2012 


Details : 


On  01/25/2013,  SA 

ponducted  a physical 

surveillance 
This  is  thel 

5 at 

1 

Charlotte^  North  Carolina. 

1 The  residence  is  described  as  a 

The  house 

number 

above  the 

front  entry  door. 


The  home  has  | 

Writer  did  not  observe  captioned  subject  at  the  residence.  Subject’s 

just  south  of 


b7E 


b6 

b7C 


b6 

b7C 
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■» 


Titlej (U)  Physical 

■Re-: 


Surveillance 

02/06/2013 


01/25/2013 


bl 

b3 

b7E 


bearing  North  Carolina  license  pla  t4 


s described  as 


and 


A check  of  CP  Clear  and 


North  Carolina  Department  of  Motor  Vehicle  records  found  the 

and  registered  to  subject. 


SA^ 


observed  a cardboard  moving  box  on  thd 


seat.  The  box  was  closed  and  had  the  worq 
letters  on  the  top  flap. 


front 

written  in  black 


♦♦ 


SE  CRgly^T^HgFORN 

2 


b6 

b7C 


PETRAEUS-2282 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Request  for  preservation  of  records.  Date:  02/15/2013 


From: 


CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Drafted  By: 


CLUSSiriED  B¥:  MSim  C€fiM4€Bll 
REASON:  1.4  |C| 

HECLaSSm  CM:  12-31-2033 

m 


hhL  IMltlfiiJk'TTOM  CONTJklMED 
HIKEIH  IS  IMCLASSIFIED  EMIEPT 
mEBM.  SHOW  OTHERWISE 


bl 

b3 

b6 


b7C 


Case  ID  #: 

f SENSITIVE  INVESTIGATIVE  MATTERS  b7E 



SENSITIVE  INVESTIGATIVE  MATTER 


Rea^SQn^  1 . 4 (b)  ^ (c) 

Derived 
NSISC-2^J&^61! 
p^clTa^ify  On:  2031T] 

Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U)  Letter  t(  reference  a request  for  preservation  of 

records 

2.  (U)  Letter  to 
records . 

3.  (U)  Letter  to 
records . 


reference  a request  for  preservation  of 
Inc  reference  a request  for  preservation  of 


b3 

b7E 


b7E 


b3 

b7E 


Details : 


On  11/16/2012,  the  writer  sent,  via  facsimile,  requests  for 
preservation  of  records  t( 


for 


the 


b3 

b7E 


PETRAEUS-2283 


Title : 

(U)  Reauest  for  preservation  of  records. 

■Dci  

-- no  /1  ^ / on']  o 

bl 

Ke 

/ J_0  / ^L/-L 

b3 

b7E 


listed  below.  The  request  covered  the  time  frame  of  01/01/2010 
through  the  date  of  the  request^  11/16/2012. 

On  02/14/2013;.  a letter  was  sent  to  each  of  th^ 

requesting  a 90  day  extension  for  the  preservation  of  the 

records  associated 


Further,  a new  preservation  letter  for  each] 

was  sent  requesting  the  preservation  of  from  11/16/2012 

to  present  date. 


b3 

b7E 


b3 

b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-22M 


sec: 


NOFORN 


PETRAEUS-2285 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


if*  iNv-i?,';*'' 

a;; 


Date  of  entiy  02/20/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  February  20,  2013,  writer  received  an  envelope  from 

1 

telephone  number| 

the 


The  envelope  contained  th^ 
captioned  investigation. 


for 


the 


subject  of 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 


b3 

b6 

b7C 

b7E 


IIHIIH 

M,L  imwtmmTim  mifaiiED 

mmim  is  tiiciassifisd  iinxpfl 

Mmm  SHOMS  OTHSEMieS 


Investigation  on  02/20/2013  at  Charlotte^  North  Carolina,  United  States  (Mail) 


1 

|S j Date  drafted  02/20/2013 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency. 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2286 


Title:  (U 


BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


fax  confirmation. 


From:  CHARLOTTE 

CEOS 

Contact : 


Date:  02/22/2013 

CLMSIFISU  BY:..  NSIO€  C€efcr4fiBll 


Approved  By: 
Drafted  By 
Case  ID  #: 


HSJRSIU  IS  UMCLliSSIFIED:  S3IIIi=PT’ 
WEHE  SHOW  OTHEEMISE 


f SENSITIVE  INVESTIGATIVE  MATTER 

1 

OL'KIO  1 i|i  1 WL' 1 KIWL'i^iM  1 1 

iil 

T'T?  AA7\'T"T'T?D 

Synopsis:  (U)  Document  the  confirmation  fax  received  fronj 

ison : 1,4  (b)  , (c) 

Deri  ved>Fr  om : 

NSISC-^ 

De^pi^sify  On:  203^ 

[Investigation  Ini tiated : 11/13/2012 


Reference : 


(S! 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Fax  confirmation  frorr 


Details : 


On  02/14/2013^  a letter  was  sent  t\ [requesting  a 90  dav 

extension  for  the  preservation  of  the  records  associated  with  the 

In  addition  to  the  90  extension  request^  a new 


preservation  letter  for  eachf 


preservation  of 


was  sent^  requesting  the 


On  02/19/2013,  via  facsimile, 


from  11/16/2012  to  02/14/2013. 

acknowledged  receipt  of  the 


■CRN 


bl 

b3 

b6 

b7C 

b7E 


b3 

b7E 


bl 

b3 

b7E 


b3 

b7E 


PETRAEUS-2287 


Tit],£_L- 
■Re-: 


JJl 


SECR^ 

L^x  confirmation. 
02/22/2013 


bl 

b3 

b7E 


preservation  extension  and  providec| 
for  the  request. 


internal  reference  number 


♦♦ 


PETRAEUS-2288 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


Defense  Manpower  Data  Center  FOIA 

Request 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Drafted  By: 


Date:  03/08/2013 

mi  mm.- 

CLASSIFIED  BY:  MS  ICG  C€€M46B11 

mmmL  1.4  cc) 
mcmssiwY  m:  12-31-2038 

DATE:  ae-23-2ai6 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  # 


LSENSTTTVE  TN 

1 

VEST I GAT I VE  MATTER) 

(il 


Synopsis:  To  submit  FOIA  request  to  file  provided  by  Defense 

Manpower  Data  Center, 


nvestigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U)  FOIA  Request  from  National  Security  Counselors 


b7E 


Details : 


provided  SA^ 


On  12/19/2012,  SA 

SDoke  teleohonicallv  with 

Li 

1 

of  Defense  Manpower 

1 ...  

Data  Center  ' 

n 

1 

(DMDC)  regardin( 

■ i 

a copy^  via  SIPR^  or  a FOIA  request 
received  from  National  Security  Counselors  concerning  Paula  Broadwell^ 

David  Petraeus. 


fS) 


sJ 


advised 


that  the  FBI  cannot  direct  DMDC  on 


FORN 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2289 


Titl^ 
■■Rb-: 


OFORN 


se  Manpower  Data  Center  FOIA  Request 
03/08/2013 


bl 

b3 

b7E 


how  to  respond  to  the  FOIA  request  but  suggested  that  DMDC  coordinate 
any  response  with  DoD  Office  of  General  Counsel, 


♦♦ 


2 


PETRAEUS-2290 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title: 


-LLU 


ion  Letters  To 


From: 


CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Date:  03/13/2013 


ChhBElWIEB  B¥:  MS  IOC  C6€¥4eBll 
EEASm:  1.4  |C| 

BECL&S2XFY  OM:  12~“31-203S 
imm:  0€-23-201€: 


HEmiM  IS  TINCJJiSSIFIEn  EXCEPT 
mmHE  SHOW  OTHEHMISl 


bl 

b3 

b6 

b7C 

b7E 


Drafted  By: 


Case  ID  #: 

(SENSITIVE  INVESTIGATIVE  MATTER) 



fil 

SENSITIVE  INVEETlCATlVE  MATTER 


Synopsis: 


On 


P3/04/2013, 
to  preservd 


-hwn  -i  nn Le,t-Ler.s_were  faxed  to 


Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)  Preservation  Letters  To 

Details : 


On  03/04/2013,  three  preservation  letters  were  faxed  to 
to  preserve 


related  to  captioned 

investigation.  A previous  preservation  letter  dated  12/06/2012  to 

Jwas  set  to  expire 
Las  requested  to 


1 

03/04/2013.  In  letters  dated  03/01/2013, 

b3 

b7E 


b3 

b7E 


b3 

b6 

b7C 

b7E 


^SECRE5/iiJ©FO^^ 


PETRAEUS-2291 


♦♦ 


PETRAEUS-2292 


FD-1057  (Rev.  5-8-10) 


:t/ 

BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


‘ ‘’'J'  i'' 


Title:  (U)  Preservation  Letter  tq 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By  I 


Case  ID  # 


Date:  03/13/2013 

CLMSIFIEB  BY:  MSIOG  C€€M46B11 
EEASON:  1..A  (C) 

DEBUkSSIFY  mt:  12-31-2038 
06-29-2Oli 


bl 

b3 

lllillillllllllliB 

iliillllliiliilillliiiiiiB 

b7E 


'SENSTTTVE  TNVESTTGATTVF,  MATTER) 


yENtJi'i'iVE  iNVEt^'i'i(^A'i'iVE  MATTER 


Synopsis:  (U)  On  03/04/2013^  two  preservation  letters  were  faxed  to 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Preservation  Letters 

Details : 


b3 

b7E 


b7E 


On  03/04/2013^  two  preservation  letters  were  faxed  to 


preserve 


to 


related  to  captioned  investigation.  A 


previous  preservation  letter  dated  12/06/2012  td 


03/04/2013.  In  letters  dated  03/01/2013, 


was  set  to  expire 


was  requested  to 


b3 

b6 

b7C 

b7E 


PETRAEUS-2293 


sec: 


bl 

b3 

b7E 


extend  the  preservation  of  these  accounts  for  an  additional  90  days  and 
to  preserve  al]  from 


12/06/2012  to  present. 


b3 

b7E 


♦♦ 


2 


PETRAEUS-22M 


FW:  Photos 

JILa 


mi  IHFO. 

CtASSIFIED  BY:  MSIDG  C€€%f4fiBll 
FSASGW:  1.4  (C) 

D:EC.LASSI"fY  Olf:  12“«31“~203S 
mtEi  0fi-29-201S 


he 

hlC 


Classification: 


I just  spoke  to  UC|  regarding  Charlotte  providing  a copy  of  the 

subjectDs  personal  photos  stored  on  an  image  that  is  evidence  per  her 
request.  Security  Compliance  Unit  (SCU)  concurs  with  our  actions  based  on 
two  person  integrality  review  once  photos  are  moved  to  a external  device. 


b6 

b7C 

b7E 


SCU  did  reach  out  t 


Unit  Chieii 


for  consultation  based  on 


the  case  sensitivity  as  did  the  Charlotte  Division  consulting  with  the  USAO 
and  the  CDC  regarding  the  release  of  the  subjects  personal  photoDs . It  has 
been  determined  that  these  images  are  okay  to  release  onto  a new  data  storage 
device  ensuring  only  those  personal  photos  be  saved  and  returned.  If  any 
further  clarification  is  needed  contact  me  immediately. 

Thank  You, 


b6 

b7C 


From: 

Sent:  Thursday.  March  07.  2013  2:33  P_M 

To:| 


Subjec^l  nrri  pnotos 

Classification: 


hS 

hlC 


FYI- 

My  UC  is  working  on  it.  (He  indicated  that  he  needed  more  info.  I told  him 

5ing  to  provide  me 
• He j u s t Ido'ked  a t me  ! 


with  any  further  details 

LULj  . 

He  is  reaching  out  to  get  a bit  more  info  from 


so,  hopefully,  we  will 


be  able  to  provide  you  with  a positive  response  in  the  immediate  future. 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2295 


onsidered)  regardin 


10-4,  Thanks. 


Thank  You, 


Classification: 


he 

hlC 


he 

hlC 


I have  a verbal  scheduled  at  1:30pm  with  my  UC.  I will  let  you  know  the 
outcome  as  soon  as  I get  out. 


PETRAEUS-2296 


From:  | | 

Sent:  Thursday,  March  07,  2013  9:21  AM 

To:|  I 

Subject:  FW:  Photos 

Classification: 


b6 

b7C 


I am  really  needing  assistance  with  the  release  of  pictures^  I reached  out  to 
bhe  Information  Security  Programs  in  the  Strategy^  Policy  & 
Information  Security  Unit  and  have  received  no  response  from  them  either.  I 
am  going  to  have  sanitize  the  area  and  use  two  person  integrity  to  ensure  the 
documents  are  copied  securely  with  no  classified  information^  I will  document 
for  and  serialize  the  steps  in  which  were  completed. 

Thank  You, 


b6 

b7C 


From]  I 

Sent:  Thursday.  March  07.  2013  9:06  AM 

To: 

Subject:  RE:  Photos 

Classification: 


b6 

b7C 


Hi 

Just  checking  to  see  if  there  was  any  response  from  HQ? 
Thanks , 


b6 

b7C 


PETRAEUS-2297 


Thanks , 


b6 

b7C 

b7E 


b6 


b6 

b7C 


Subject:  Photos 

Classification: 


Security  Division  just  asked  if  we  had  received  approval  from  the  USAO 
regarding  releasing  of  pictures  back  from  evidence? 


Thank  You, 


PETRAEUS-2298 


b6 

b7C 


Classification: 


Classification: 


Classification: 


Classification: 


Classification:  5SeE?fS^T¥S5 


Classification:  uHcB^SSSEXEP 


Classification: 


Classification: 


PETRAEUS-2299 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Photos  delivered  t 


Date:  03/12/2013 


From:  CHARLOTTE 

CEOS 

Contact : 


Cl^BSlWTEB  B¥:  NSIOG  C6€¥4eBlli 
mMSm:  1.4  ICI 
DECLUBSIFY  CM:  12~“31-203S 
BMm:  0€-23-201€ 


Approved  By: 


bl 

b3 

b6 

b7C 

b7E 


Drafted  By: 


Case  ID  #: 


INSENSITIVE  INVESTIGATIVE  MATTER) 

IS] 

SENSITIVE  INVKS'i'lGA'i'ivE  MATTER 


Synopsis:  (U)  Photos  were  delivered  td 


on  03/12/2013, 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items 
1.  (U)  Email  frorr 


Details : 


On  03/12/2013^  writer  and  SA 

met  with 

date  of  birthP 

at  the  offices  of  her 

employer. 

1 

North  Carolina, 

b6 

b7C 


b6 

b7C 

b7E 


b6 

b7C 


b6 

b7C 


PETRAEUS-2300 


Title : 

Re  : I 


(U)  Photos  delivered  to 


b3/12/2013 


b3 

b6 

b7C 

b7E 


labeled 

on  her  Acer 

advised  these  photos  were  stored  in  a folder 


ofl 


Writer  successfully  located  multiple 


polders  on  the  image 


jcomputer  currently  stored  on  a stand-alone  TS  network  in 

photos  and  videos 


FBI  Charlotte’s  SCIF.  There  were  approximate lv| 
found,  and  writer  confirmed  all  were 


related , 


wrirer  coorainarea  wirn  pnarrorrej 

1 

tor  permission  to  download  the 

removable  media  for  passage  to 


onto 


contacted  FBIHQ 


Security  Division  for  approval,  which  was  granted  on  03/08/2013  (see 
attached  lA) . 


Upon  FBIHQ  approval  and  with  concurrence  of  AUS?. 

instructed  FBI  Charlotte  CART  Examine: 

to  download 

b^riter 


photos  onto  five  4GB  Verbatim  thumb  drives.  The 


content  of  these  drives  was  reviewed  by  writer  and  SOS 


These  drives  were  provided  tcl 


on  03/12/2013. 


Writer  advised 


it  may  be  a year  before  all  of  her  personal 
digital  documents  and  photographs  are  returned.  Writer  further  advised 

the  FBI  still  has  possession  of  the  new  3TB  drive provided  on 

11/12/2012,  and  this  drive  will  be  used  to  transfer  files  at 

the  appropriate  time. 


b6 

b7C 


b6 

b7C 


b6 

b7C 


b6 

b7C 


♦♦ 


2 


PETRAEUS-2301 


FD-1087  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Evidence  Log 


Event  Title:  (U//EP&^0  Submission  of  Evidence 


Approved  By:| 
Drafted  By: 


Date:  03/14/2013 

llllllllH:. 

CLASSIFIED  BY:  NS  ICG  C€€M46Bll| 
EEASOM:,  1.4  CC) 

mcmssiwT  m:  iz-Bi-ims. 

DOTE:  QM-23-2Ql^ 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  #: 


(SENSITIVE  INVESTIGATIVE  MATTER) 

iS) 


SENSITIVE  INVESTIdATlVE  MATTER 


Investigation  Ini tiated : 11/13/2012 


Acquired  By: 


on  01/29/2013 


Acquired  From:  (U)  SPECIAL  AGEN^ 

DEPARTMENT  OF  THE  ARMY 
CRIMINAL  INVESTIGATION  COMMAND 


Receipt  Given? : No 
Holding  Office : CHARLOTTE 


b6 

b7C 

b7E 


Details:  No  Details  Provided 


Item  Type 

IB  CART 


Description 


Acquired  On:  UI/29/2UI3 

Located  By:  

Location  Area:  NA 

Specific  Location:  NA 

Device  Type:  Other 

Number  of  Devices  Collected:  1 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 


b7E 


PETRAEUS-2302 


PETRAEUS-2303 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


(U)  Preservation  Letters  tc 

From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Date:  03/18/2013 

bl 

b7C 

b7E 


Drafted  By: 


Case  ID  #: 

(SENSITIVE  INVESTIGATIVE  MATTER) 

SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  On  03/15/2013^  two  preservation  letters  were  faxed  to 


Investigation 


Initiated:  11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Two  preservation  letters, 


Details : 


On  03/15/2013,  two  preservation  letters  were  faxed  to  | 

related  to  captioned 


investigation,  A previous  preservation  letter  dated  12/19/2012  to 


1 

set  to  expire  03/17/2013,  In  letters  dated  03/15/2013^ 

b3 

b7E 


b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-2311 


sec: 


»FORN 


Title:  (U)  Preservation  Letters  to 


bl 

b3 

b6 

b7C 

b7E 


■Re:- 


03/18/2013 


requested  to  extend  the  preservation  of  this 
for  an  additional  90  days  and  to  preserve 
contained  in  thisl 


b3 

b7E 


from  12/19/2012  to  present. 


♦♦ 


ZsEGSET/^SJOEQHsT 


2 


PETRAEUS-2312 


FD-1057  (Rev.  5-8-10) 


^Si!5>SS5?S5> 


fORN 


FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communiccition 


Title: 


(U)  Preservation  Letters  t 


Date : 


03/18/2013 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Drafted  By: 


Case  ID  #: 


DATE,:  06~*1D’~'2Q16 


ENSITIVE  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


is:  (U)  On  03/15/2013^  two  preservation  letters  were  faxed  to 


l^ea^on : 1,4  (b)  ^ (c) 

De  r i 
N S I S C - 

D^jcdTa^ify  On:  203& 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Two  preservation  letters, 


Details : 

On  03/15/2013,  two  preservation  letters  were  faxed  to to 

preserve  related  to  captioned  investigation , A 

previous  preservation  letter  dated  12/18/2012  to| 

was  set  to  expire  03/16/2013.  In  letters 

dated  03/15/2013, was  requested  to  extend  the  preservation  of 

thii for  an  additional  90  days  and  to  preserve  all 

I from  12/18/2012  to  present. 


SECRE35£5^N©EQ^^y 


PETRAEUS-2313 


PETRAEUS-2314 


FD-1057  (Rev.  5-8-10) 


secr: 


RN 


•;  :«;>>«•  !«*,':oocc 


BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


From: 


for 


CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By: 
Case  ID  #: 


b3 

Date:  03/18/2013  b6 

llililllllll^^^^^  b7C 

b7E 

illlllllllllllllllllH^^^ 


1.LL  IMilOeMM'iaN  OCMIlklNED 
HEEEIir  IS  WrCLASSIl'IEII  EXCEPT 

wmm  SHOwif  othshmise 

bl 
b3 
b6 
b7C 
b7E 


SENSITIVE  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  On  03/15/2013^  preservation  letters  were  faxed  to 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Two  preservation  letters 


b3 

b7E 


b7E 


Details : 


On  03/15/2013^  two  preservation  letters  were  faxed  to 


preserve  an 


[related  to  captioned  investigation. 


to 

A 


previous  preservation  letter  dated  12/18/2012  to 


]was  set  to  expire  03/16/2013.  In  letters 

dated  03/15/2013, 

^^as  reauested  to  extend  the  preservation  of 

b3 

b6 

b7C 

b7E 


this 

for  an  additiona] 90  davs  and  to  preserve 

from  12/18/2012  to  present 

PETRAEUS-2315 


SEC 


PETRAEUS-2316 


FD-1057  (Rev.  5-8-10) 


SECR^>^:^NOTORN 

BUREAU  OF  INVESTIGATION 


‘ ■’V 


Electronic  Communiccition 


Title 


From: 


CHARLOTTE 

CEOS 

Contact : 


Date:  03/18/2013 

CLJkSilFIED  B¥:  MSIOG  C€€M46B11 
REASON:  1.4  (C) 

BECUkSSIlY  tM:  12-31-2038 
DAfl:  P6-30-201i 


Approved  By: 


HEREIN  IS  TINCL&SSIFIEn  EXCEPT 
MHEHE  SHOWN  OTHERMISE 


bl 

b3 

b6 

b7C 

b7E 


Drafted  By: 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER) 


(S) 


SILN SI  1 l\JiL  IN  V 1 HoAl  TVE  MATTER 


Synopsis : 


(U)  On  03/15/2013^  two  preservation  letters  were  faxed  to 


b3 

b7E 


Enclosure (s) 

1.  (U)  Two 


Enclosed  are  the  following  items : 


preservation  letters  td 


b3 

b7E 


Details : 


On  03/15/2013,  two  preservation  letters  were  faxed  to|_ 
preserve  an 


to 


related  to  captioned  investigation.  A 


previous  preservation  letter  dated  12/18/2012  to 


dated  03/15/2013J 

this 


was  set  to  expire  03/16/2013.  In  letters 
was  requested  to  extend  the  preservation  of 
an  a^j^jitisnai  gQ  (javs  to  preserve 


from  12/18/2012  to  present. 


b3 

b6 

b7C 

b7E 


PETRAEUS-2317 


SECRET2^;^iIQEO^^ 

ion  Letter  to 
03/18/2013  


bl 

b3 

b6 

b7C 

b7E 


♦♦ 
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FD-1057  (Rev.  5-8-10) 
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FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communiccition 


Title: 


From:  CHARLOTTE 


fax  confirmation. 


Date : 


03/22/2013 


CEOS 

Contact : 


Approved  By 


Drafted  By: 


Case  ID  #: 


ClASSIFIEII  B¥:::  MSIIX  CfiO#4€Bll 
EEaaOKT:  1.4  fCJ 
nM:i*l£SIlT  Of:::  12-31-2038 
mm:.  0€-3D-201fi 


■liillllliliiliilllilliiiiB 


SENSITIVE  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  Document  the  confirmation  fax  received  from 


Re^SQT^  1 ■ 4 (b)  f (c)^ 

Derived 

NS  I SC- 

Deoi^^sify  On:  2038^ 


Investigation  Ini tiated : 11/13/2012 


Reference : 


Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)  preservation  request  response 


Details : 


On  02/14/2013^  a letter  was  sent  tc  requesting  a 90  day 

extension  for  the  preservation  of  the  records  associated  with 

In  addition  to  the  90  day  extension  request^  a new 
preservation  letter  for  each  was  sent^  requesting  the 

preservation  of  communications  from  11/16/2012  to  02/14/2013. 


On  03/21/2013,  via  facsimile, 


acknowledged  receipt  of  the 


PETRAEUS-2319 


PETRAEUS-2320 


FD-794 

Version  1.4 
Revised  3-05-2012 


CLASSIFIED  BY:  MS  ICG  C€€W4eBll 
SUkSOtl:  1,..4  CO 
DECUkSSI’fY  Oif:  12“«31“~203S 

FEDERAL  BUREAU  OF  INVESTIGATIONdati^  06-30-2016 

PAYMENT  REQUEST 


The  collection  of  information  on  this  form  is  authorized  by  5 U.S.C.  301  (FBI  authorized  to  create  and  retain  agency  records)  and  28  U.S.C.  530C(b)(4)  (FBI  authorized  to  use 
appropriated  funds  for  conduct  of  its  authorized  activities).  Your  Social  Security  Number  is  solicited  as  authorized  by  E.O.  9397  (Nov.  30,  1943),  as  amended  by  E.O.  13478 
(Nov.  18,  2008).  The  information  sought  will  be  used  by  the  FBI  to  process  your  request  for  an  advance  payment  of  funds  or  request  for  reimbursement  for  authorized 
commercial  or  source-related  expenses.  Disclosure  of  the  requested  information  is  mandatory;  failure  to  provide  the  requested  information  will  delay  the  processing  of  your 
request  and  may  result  in  its  denial.  This  information  is  maintained  in  the  FBI  Central  Records  System,  Justice/FBI-002,  a description  of  which  can  be  found  at 
http: //home. fbinet.fbi/DO/OGC/LTB/PCLU/PrivacvCivil%2QLiberties%20Librarv/Forms/FBIQ02.aspx.  This  information  may  be  disclosed  in  accordance  with  the  routine  uses 
referenced  in -this  notice.  


DRAFT  TYPE 


Payment  Type: 

Forfeiture  or  Drug  Related?: 

IProgram/Subprogram: 

F Yes  F No  f 

j 

1 

-ALL  imxmmTim  cohtaiied 
mmim  is  hnelassifieb  except 

Mmm,  SEIMM  OTHERWISE 


INFORMATION  ABOUT  THE  REQUESTING  EMPLOYEE 


Inffir-ial  Riiroaii  n ach  Pir-gh  Mi/^HIo^ 


kririal  qprirriK/  Niimhpr- 


nf  Rcnimcr- 


Division: 

CE 


Section/RA: 


Unit/Squad: 

CE-05 


Telephone  Number: 


INFORMATION  ABOUT  THE  REQUESTED  PAYEE 


n-  /I  1 

l_  . , ^ J 

1 1 

CE-05 

bl 

Is  this  a one  time  non-symbol  source  payment? 


ryes 


No 


Asset/Informant  File  Number; 

Symbol  Number: 

Payment  Code  Name: 

Period  Covered: 

to 

b6 

b7C 

b7E 


lij^^tificatinn: 


Inf  giancitiw  rharlnf-t<>  inwcfinat-ion  f 


An  additional 


TW 


DETAILS  ABOUT  THE  REQUESTED  DRAFT 


FINANCE  OFFICE  ONLY 


Cost  Cen 


Signature  of  Cash 


Follow 


b6 
hlC 
b7E 


1 

1 

Date: 

U SE!  1 1 LCMIE 

^NT  OF  ADVANCE 

b7E 


PETRAEUS-2321 


FD-794 


Page  1 of  2 


FEDERAL  BUREAU  OF  INVESTIGATION 


EXPENSE  PROCESSII 

IPayment  Ref  #: 


b6 

b7C 

b7E 


PETRAEUS-2322 


FD-794 


Page  2 of  2 


FEDERAL  BUREAU  OF  INVESTIGATION 


CLASSIFIED  BY:  NS  ICG  C€€W46Blli 
REASON:  1...4  (C) 

DECLASSIFY  ON:  12“~31~«203S 
DAfl:  06-30-2016 

Debit  Card  Transaction  Form  MiL  iNfcmaTiaN  cxmajMEo 


HIMEIN  IS  UNCLASSIFIED:  IMIEFT- 
WHEKE  SHOWN  OTHERWISE 


PETRAEUS-2323 


PETRAEUS-2324 


^ : 


Cardholder  acknowledges  receipt  of  funds  in  the  amount  of  the  TOTAL  indicated  and 
agrees  to  perform  the  obligations  noted  in  the  Cardholder’s  agreement  with  the  Issuer 


b6 

b7C 

b7E 


NOTICE  TO  PURCHASER-IF  THIS  INSTRUMENT  IS  LOST. 
STOLEN  OR  DESTROYED.  YOU  MAY  REQUEST  CANCELLATION 
AND  REISSUANCE.  AS  A CONDITION  TO  CANCELLATION  AND 
REISSUANCE,  WELLS  FARGO  & COMPANY  MAY  IMPOSE  A 
FEE  AND  REQUIRE  AN  INDEMNITY  AGREEMENT  AND  BOND. 


Purchaser  Copy 


■Rnnj 


PETRAEUS-2325 


12-202  (Rev.  2-24-95) 


1 

ULL  mwm^nm  cxMfTAiMEn 

mmm  is  umciassifieb  emspt| 

WMES  SHOWr  OTHIRMISE 


Authorization  Number : T 


APPROVAL  FOR  PROCUREMENT 


b7E 


Date : 


Program  Manager *s  Approval  and/or  Funding: 

Acquisition  Method: 


neia  urrice/uivision  ^ 

Requested  By: 

/ o / / 

tost  toae|  1 

Substantive  Desk  Appro-^ 

/al  (name  and  date) : 

bl 

b3 

b6 

b7 

b7 


ise  Funds 
ise  Number 


Third  Party  Draft 
Other 


Vendor*  s Name 
Addr€ 

Telephone  (area  code) : 
Description  of  Item 


Subobj  ect 


Cost 


uoramenf^ 


b7E 


n Inventory 

r~|  Conf.  Inventory 

□ Fax  Attached 


b6 

b7C 


PETRAEUS-2326 


FD-1036  (Rev.  10-16-2009) 


^dS^SSSElEP 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  FD-794 


Date:  03/27/2013 


|B|:|i||||i|||||||||H 

ALL  IllIOiOmf'IOM  OaGrTAIMEO 
EEREIH  IS  UMCLIkSSIl'ISIl  KXEEFTi 
MHSIS  SHOW  OfHlHMISE 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER) 


!S) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  FD794 


♦♦ 


DHCI^^SSSEIEE 


PETRAEUS-2327 


FD-1057  (Rev.  5-8-10) 


BUREAU 


iXvoc'Wiwr^NS: 

PRN 

INVESTIGATION 


Electronic  Communiccition 


Title:  (U) 


fax  confirmation. 


From:  CHARLOTTE 

CEOS 

Contact : 


Date:  03/26/2013 

CLUSSIFIED  BY:  MSIOG  C€€W46B11 
SEASON:  1..A  (C) 

DECLASSIIY  ON:  12-31-2038 


Approved  By: 
Drafted  By: 
Case  ID  # 


DAfl:: 

bl 

b3 

HIEIIN 

b6 

MHIEI 

b7C 

b7E 

SENSITIVE  TNVESTTCATTVF.  MATTER) 


oni^O-Li-L  -Li^  iVE  MATTER 


(S) 


Synopsis:  (U)  Document  the  confirmation  fax  received  from 


ion:  1.4  (b)  , (c) 

Deri  ved/^Fr^n : 
NSISC-2^£^9ljli:! 
D^elassify  On:  2038T 


Investigation  Ini tiated : 11/13/2012 


Reference 


Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)| 


preservation  letter  response 


b3 

b7E 


bl 

b3 

b7E 


Details : 


requesting  a 90  day 


On  03/15/2013^  a letter  was  sent  tc 
extRn.s-ion  for  thR  nrR.sRrvetn  on  of  thf^  records  associated  with  one 

In  addition  to  the  90  day 

was  sent, 


extension  request,  a new  preservation  letter  for  this 
requesting  the  preservation  of 
03/15/2013. 


from  12/18/2012  to 


b3 

b6 

b7C 

b7E 


PETRAEUS-2328 


TitJ  p • 

...Re.:J 


SEC 


confirmation. 
03/26/2013 


'RN 


On  03/20/2013,  via  facsimile, 
preservation  request  and  providedf 


Acknowledged  receipt  of  the 
internal  reference  number 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 
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PETRAEUS-2329 


FD-794 


4«vis«d  a-os-aois 


ipi)yBpiipiili  CLASSIFIED  BY:  NS  IDG  C6fiW4€Bll 

reason:  1.4  ra 

nEClASSIFY  ON:  12-31-2Q3S 

FEDERAL  BUREAU  OF  INVESTIGATIOfNiEATE  : os-30-20i5 


PAYMENT  REQUEST 


OJi  this  IS  S U.ihC.  5CFi  (3-5^  tv  r^syrrisji  snrf  ,S3>0C(b)(-'.j  I'f  .iiJihi'Jhst's.i  to  i3S<i^ 

t <•>.■} 0-:*  its  <3L:UT;t>:.i3<?<i  Socist  SfiOiifsXv  t^Limtsos'  ts  st'lidteid  as  3Ut.j;ori7?<ci  by  S.O.  9357  30^  l9-?3):  as  3fr.v^Df:od  by  E'30.  5 3479 

j into?-:T>ah3>n  vvflf  b&  us^!>s  b-y  f'bl  h>  pyccress  yot::'-  fdf  an  advanca  payment  c-r  fbf>ds  or  reqfj^?st  h>f  f$:tttbt:r$emer<t  fof  ayi:ht>i'i.s,aG 

'■roiatad  exp'ts-ifias-  £53sc>osttrE:  at  tb*-  fequ<^d;ad  iatarffijihofL  3s  mandavary;:  J'adara  ta  pmvidt'  ti'te  radnastea  ipaor.natlaa  vvi5i  dafay  the  atat'.e<>sd;<^  tn'  vaa^ 
3j-f  3v5  daalal.  This  b-ifbymstkiv-i  is  iTiSjiataiaad  in  the  Fhl  Cemtal  Pvacofds  SysbdTi,  ilusbcs/ffeJ-OG’S,.  ^3  desrCflptlC';'!  of  wb|:<h  san  os';  foond  et 

h.r:i.fyy.r;p:mys;y'.;A3^^^py;;j$,Ay . Th'S  !fpv''‘''t'!‘)al'!on  may  be  d!?>div'Sbd  i;*!-  ac.ybr04fy.e  vvd.*':  d'a  O'Sa'? 


DRAFT  TYPE 


:‘Of:lt*5feUFe  Of  Drt;-^  iToiated?- 

r*""  Yes  W No 


i Proor£>r?>/ So  bem  o tarn : 


mmfimAjmn  about  the  requesting  employee 


■'iiiiiiiiii^^ 

»®lll||||iil^ 


a one' 


aabo-i  ;So  o rco  ■ oay 


y ff ii  <3:r)  I Cod  o fsf a j n d : 


[Psiftbd  Co'/ered: 


nil  be  used  by 


iviEdance  for  ravsew. 


DETAILS  ABOUT  THE  REQUESTED  DRAFT 


mmm 


tjppty '!  ec!*!!nci:b?)-? 
itpprovai  Offtcer;: 
ca  y^5;!T!  t At>  the  rfty  ^ 


FINANCE  OFFICE 


wsmmmEmm 


Adv^fsca  tiaiancif?:: 
'this  Advandfe;: 


Lessi  Receipts,: 


"lied  ahdyijr  Cash  od  Hand: 
Amouffit  to  he  ReimbL!.rsed : 


PETRAEUS-2341 

)ERAL  BUREAU  Or  sts  veo* 


FD-1087  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Evidence  Log 


Event  Title:  (U)  Submission  of  Evidence 


Date:  04/22/2013 


Approved  By:| 
Drafted  By: 


ClASSIFIED  BY:  MS  ICG  C€€W46B11 
EUUSOMr  1.4  (C) 

DEC‘L&SSIF¥  OH:  12~-31~“203S 
aft.fl:  □€-30-2016 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER) 


OniMOl  1 1 vn — TTTTrPTTTTTTjTTTTTO  MATTER 


[Investigation  Ini tiated : 11/13/2012 


Acquired  By: 


on  02/07/2013 


Acquired  From:  (U)  CART 


Receipt  Given? : No 


Holding  Office : CHARLOTTE 


Details : 


No  Details  Provided 


ftLL  IHFOiMftTIOH  CawmiHD 

mmim  is  aicLftssiiiiD 

WHIKE  SHOWS  OTHEHMISS 


b6 

b7C 

b7E 


Item  Type 

Description 

IB  CART 

(U) 

Acquired  On:  02/07/2012 


Located  By: 

Location  Area:  na 

Specific  Location:  na 

Device  Type:  Other 

Number  of  Devices  Collected:  1 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 


b3 

b6 

b7C 

b7E 


PETRAEUS-2346 
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PETRAEUS-2347 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


^Si!5>SS5?S5> 


Title:  (U)  Return  of  Requested  Documents  to  PAULA  Date:  04/19/2013 

BROADWELL  ..  . 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


CLAES IFISU  B¥-  NSIO€  C6efcr4fiBll 
mMsm:  1.4  ro 

DEClASSrFY  QBT:  12-31~“20i8 
DATE:  0€-30-201€ 


ALL  IMimilllTim  CXMTAINEB 
HlREIir  IS  mrCIASEIFIEO  IXCl-PT' 
MHEES  SHDIIN'  OTHERWISE 


Drafted  By: 


Case  ID  #: 


yESTIGATIVE  MATTER) 


E MATTER 


Synopsis:  (U)  To  document  the  return  of  documents  requested  by  PAULA 

BROADWELL , 

Rea^o^  l,4(b), 

De  r i vea^Fr^TK^FBl: 

N S I S C 

D^eia^ify  On:  2038^4'iS^ 


Investigation  Ini tiated : 11/13/2012 

Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  FedEx  shipping  receipt, 


Details : 


(U)  On  April  5,  21 
of  PAULA  BROADWELL 


(U)  During  the  execution  of  the  warrant  BROADWELL  requested  that 
copies  of  her  calendar  and  contacts  be  returned  to  her.  Writer 


sEcra 


5FORN 


PETRAEUS-2348 


^iieRlTTTKSfeS^ 


Tit 

■Re-:- 


(U)  Return  o:^  Requested  Documents  to  PAULA  BROADWELL 
04/19/2013 


bl 

b3 

b7E 


instructed  BROADWELL  to  write  down  all  appointments  and  contacts  she 
would  need  for  several  days  following  April  5^  2013,  Writer  advised 
BROADWELL  that  he  would  copy  the  requested  information  and  hopefully 
return  it  early  the  next  week. 


(U)  On  April  6,  2013,  BROADWELL ’ d 


emailed  AUSA 


advised  that  in  addition  to  BROADWELL ’s  calendar  and 
contacts,  she  would  also  like  to  request  family  photos  from  March  1, 
2013  to  present. 


(U)  On  April  8,  2013,  BROADWELL ’s 
FBI  Charlotte  CART  Examiner 


On  April 


9,  2013,  writer  personally  examined  all  of  BROADWELL’ s photos, 
contacts,  and  calendar  data  stored]  jwriter  instructed 

CART  Examiners 


to  place  all  of  these  documents  onto  a 
32GB  flash  drive  along  with  tax  records/documents  previously  requested 

jon  March  25,  2013, 


by  BROADWELL  via 


(U)  All  of  BROADWELL ’s  photos  were  placed  on  the  flash  drive  except 
the  following  non-family  related  pictures : 


Images 

37,  249 

',  279, 

851, 

852, 

1049, 

1050 

, 1051, 

1052, 

1053, 

1569 

1658, 

1861 

, 1867, 

2109, 

2110, 

2111 

2139, 

2140 

, 2141, 

2142, 

2143, 

2144 

2155, 

2249 

, 2250, 

2251, 

2299, 

2300 

3831, 

and 

3832, 

(U)  On  April  10,  2013,  writer  and 
documents  and  photographs  copied  to 


54,  920,  1001,  1016,  1017,  1048, 


1570, 

1573, 

1574, 

1575, 

1576, 

1577 

2112, 

2113, 

2114, 

2115, 

2116, 

2138 

2145, 

2146, 

2147, 

2152, 

2153, 

2154 

2301, 

2493, 

2528, 

2614, 

2615, 

3090 

A reviewed  all 

the  flash  drive  in  order  to  ensure 


no  materials  relevant  to  captioned  case  would  be  returned  to  BROADWELL, 


(U)  On  April  15,  2013,  writer  received  instruction  from  via  AUSA 

to  FedEx  the  flash  drive  to  BROADWELL ’s  home  address.  Writer 
completed  this  action  on  April  15,  2013, 


b6 

b7C 


b3 

b6 

b7C 

b7E 


b6 

b7C 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Evidence  Log 


Event  Title:  (U)  Search  Warrant  Execution  on  Date:  04/19/2013 


4/5/2013 


Approved  By| 
Drafted  By: 


lllllllllllllllll^^ 

HEHEIH  IS  OMIlASSiriED  EISCE'PT 

liliililiiiiiiitlliliiBlIii 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  #: 

(SENSITIVE  INVESTIGATIVE  MATTER 



(S) 

SENSITIVE  INVESTIGATIVE  MATTER 


Envestigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  FD-597  Receipt  for  Property 


Acquired  By: 


on  04/05/2013 


b7E 


b6 

b7C 


Acquired  From:  (U)  PAULA  BROADWELL 


Receipt  Given?:  Yes 
Holding  Office:  CHARLOTTE 


Details : 


(U)  On  April  5,  2013,  the  following  item  was  seized  upon  the  execution 
of  a search  warrant 


PAULA  BROADWELL 


b3 

b6 

b7C 

b7E 


SE2EE!E?^7^i«©Ea^^ 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 


PETRAEUS-2351 


/N( 


bl 

b3 

b7E 


thf 


Title:  (U)  Search  Warrant  Execution  on  4/5/2013 

-Ke\ 04/19/2013 


(U)  For  her  records,  BROADWELL  was  provided  with  a copy  of  the  search 
warrant  along  with  attachments  identifying  as  the 


location  to  be  searched  and  thq 
seized. 


Bs  property  to  be  searched  and 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


(U)  For  her  records,  BROADWELL  was  also  provided  with  a copy  of  the 
FD-597  Receipt  For  Property  form  documenting  the  above  item  as  received 
by  SA 


b6 

b7C 


Item  Type 

IB  CART 


Description 

(u) 


Acquired  On:  04/05/2013 


Number  of  Devices  Collected:  1 


b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2352 


FEDERAL  BUREAU  OF  INVESTIGATION 

Evidence  Log 


Event  Title: 


.q^;=i-rr-1n TaT  ;=i  t t ;=i  n f- T^.v^r-n-h  n rMn -Pr^-r 


Approved 
Drafted  By: 
Case  ID  # 


Date:  04/22/2013 


4ASSIFI1D  BY:  MS  ICG  Ci€W4GBll 


JkLL  IMraRI&TIOtl  CXiNTlIHED 

mmm  is  umclassifisb  ixce.pt- 

WHEBE  3101111  OTHEEWISE 


(SENSITIVE  IN 

VESTIGATIVE  MATTER) 


TVE  MATTER 


ison : 1,4 (b) ^ (c) 

Derived>Ea::CTn: 
NSISC-^2iiJ&9^ 

.assify  On:  2038(5^ 


Investigation  Ini tiated : 11/13/2012 


Acquired  By: 


bn  04/09/2013 


Acquired  From:  (U)  Supervisory  Special  Agent  SSA 

FBI  Charlotte 


bl 

b3 

b6 

b7C 

b7E 


b6 

b7C 

b7E 


Receipt  Given? : No 
Holding  Office:  CHARLOTTE 


Details : 


(U)  In  December  2012, 


number! 


labeled 


sent  from  FBIHQ  Cyber  Divisior] 


to  FBI  Charlotte,  This 


serial 
Iwa.s 


Upon  receipt^  this 


was  stored  by  FBI  Charlotte  Filter  Agent  SSA 


b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 


PETRAEUS-2353 


bl 

b3 

b7E 


^^SfiCRBTf/SeSoBHl^ 


(U)  On  April  3,  2013,  a Search  Warrant  was  issued  by  the  United  States 
District  Court  for  the  Western  District  of  North  Carolina  for  FBI 


Charlotte  to 

1 

On  April  9,  2013, 

writer  served 

the  search  warrant  on  SSA 

and 

took  custody  of  th 

for 

purposes  of  review. 


b3 

b6 

b7C 

b7E 


Item  Type 

IB  CART 


Description 


(U) 


11/30/2012" 


Acquired  On : 04/09/2013 

Located  By:  |i 


Other  Locator 
Location  Area: 


3 


FBI  Charlotte  Fie, 
Specific  Location : Office  of  SSA 
Device  Type: 


d Of  f -i  ce 


Number  of  Devices  Collected: 


b3 

b6 

b7C 

b7E 


♦♦ 


2 


PETRAEUS-2354 


FD-1057  (Rev.  5-8-10) 


‘ ‘’'J'  '>1.V»  i'' 


OF  INVESTIGATION 


Electronic  Communiccition 


Title:  (U)  Search  Warrant  Operations  Order 

dated  March  6,  2013 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Drafted  By: 


Case  ID  # 


Date:  04/22/2013 

CIASSIFIIII  BYt  ns  IDG  Ci  6W4SB11 
BE&SOW:  1.4  |C| 
niCLlESIlT  Ofr  12-31-2038 
DME:  0€-aD-201€ 


JkLL  INTOIMITION  OdWTAINlD 
HEBIIN  IS  IMCUuSSIFIEn  E^^EEPT 
MHilM  SHOMM  OTHEEtfISE 


bl 

b3 

b6 

b7C 

b7E 


: SENSITIVE  INVESTIGATIVE  MATTER) 


ytiNyi'i'ivt:  iNVtiy'i'iGA'i'ilE  matter 


Synopsis:  (U)  To  document  Law  Enforcement  Operations  Order  drafted  for 

search  warrant  execution  on  April  5^  2013, 


Investigation  Ini tiated : 11/13/2012 


b7E 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U)  Law  Enforcement  Operations  Order 

Details : 

(U)  On  April  5,  2013^  a search  warrant  was  executed  by  writer  and  SSA 


A Law  Enforcement  Operations  Order  was  dr;^ft^H  nn  M;=irr.h 
2013,  finalized  on  April  3,  2013,  and  approved  by  ASAC 
April  4,  2013  for  the  execution  of  this  search  warrant. 

(U)  The  Operations  Order  is  attached. 


6. 


on 


b3 

b6 

b7C 

b7E 


PETRAEUS-2355 


PETRAEUS-2356 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Facsimile  From| 

From:  CHARLOTTE 

CEOS 


Date:  04/22/2013 

CLASSIFIID  BY:  NSIOG  CCfiMlfiBllI 
REASON:  1.4  fCJ 

iiECL&esirY  m:  12-31-203S 

HATE:  0€-a0-2QlS 


Contact : 


Approved  By: 


ALL  INFGiMAT-ION  CONTAIIED 
HEREIN  IS  mCWLSSlWim  ElEE'Pf 
Mmm  SHOW  OTHEEMISE 


bl 

b3 

b6 

b7C 

b7E 


Drafted  Bya 


Case  ID  # 


XLLVESTIGATIVE  MATTER) 


iS) 

SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis : 

: (U)  Facsimile  received  frorr 

on  March 

21,  2013 

regardin( 

1 

nvestigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed 
1.  (U)  Facsimile  from 


are  the  following  items : 

dated  March  21, 


2013. 


Details : 


b3 

b6 

b7C 

b7E 


b3 

b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-2357 


Coinmunications  was  requested  to  extend  the  preservation  of  this 

for  an  additional  90  days  and  to  preserve  al^ 

contained  in  this  from  12/19/2012  to  present, 

(U)  advised  records  for 

were  located  and  preserved. 


b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2358 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


(U)  Preservation  Letter  td 
11,  2013  ^ 


April 


From:  CHARLOTTE 

CEOS 


Date:  04/22/2013 

CLASSIFISn  BY:  mim  Cfi€M4€Blli 
EEASm:  1.4  |C3 
DECU^SIFY  OH.:.  12~“31-203S 
DJifE:::  0€-3D-201fi 


Contact : 


hhh  imxmmfim  comt&ineb 

HERIIM  IS  UHCLUSSIFIED  EMmWT 
MEEBM,  Slow  OfHEHMISE 


Approved  By 


bl 

b3 

b6 

b7C 

b7E 


Drafted  By: 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER) 


IS) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  To  document  preservation  letter  sent 

11,  2013  forf 


to 


on  April 


Enclosure (s) : Enclosed  are  the 
1.  (U)  Preservation  Letter  to 


following  items : 

dated  April 


11, 


2013, 


b3 

b6 

b7C 

b7E 


b3 

b7E 


Details : 


(U)  On  April  11,  2013,  one 
to  preserve 


letter  dated  April  11.  2015 


1)  preservation  letter  was  faxed  to 
related  to  captioned  investigation. 

was  requested  to  preserve  all 


2007  to  Present. 


In  a 


from  January  1, 


b3 

b6 

b7C 

b7E 


PETRAEUS-2359 


~BECRESi^.4jeEeBM 

2 


PETRAEUS-2360 


FD-1087  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Evidence  Log 


Event  Title: 


(U) 


Search  Warrant 


PT-nHiin-h  -i  nn fm- 


Approved  By: 


Drafted  By: 


Date:  05/09/2013 


llilllllllllllll 

HEEEIH  IS  OTrCUkSSIFIlII  13CEFT: 
WHERE  SHOW  OfHSIKSE 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  #: 


\(  qPMSiTTTVP  tweSTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATI 


VE  MATTER 


Reason : 1,4 (b) , (c) , (d) 

Derivedc-Ei^pm : FB] 
NSISC-20^ 

Deoi^^sify  On:  2038051 


Acquired  By: 


on  05/07/2013 


Acquired  From:  (U)  Paralegal 


United  States 


b3 

b6 

b7C 

b7E 


Receipt  Given? : No 


Holding  Office : CHARLOTTE 
Details : 


(U)  On  April  4^  2013^  a search  warrant  was  issued  by  the  United  States 
District  Court  for  the  Western  District  of  North  Carolina  to|  " 

for  relevant  records  for  the 


Writer  faxed  this  warrant  to 


Jon  April  10^  2013 . 


(U)  On  May  7,  2013,  writer  received  production  from 
of  a 16GB  SanDisk  flash  drive,  labeled 


|in  the  form 

Writer  scanned  the 


b3 

b6 

b7C 

b7E 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its 
contents  are  not  to  be  distributed  outside  your  agency. 


PETRAEUS-2367 


flash  drive  for  viruses  and  none  were  found.  A review  of  the  flash 
drive’s  listed  files  found  approximately  10GB  of  for 

the  I I 


(U)  On  May  9,  2013,  the  flash  drive  was  provided  to  FBI  Charlotte 


b3 

b6 

b7C 

b7E 


Item  Type 

IB  CART 


Description 

(U)  I 

Acquired  On: 
Located  By:  | 
Location  Area: 


FBI  Charlotte 


Specific  Location:  via  FEDEX 
Device  Type: 

Number  of  Devices  Collected:  1 


b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2368 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title 


Purchase  ofl 


investigation . 


From:  CHARLOTTE 

Contact : 


Approved  By : S SA 
Drafted  By 
Case  ID  # 


support  captioned 


Date:  05/31/2013 


b7E 


CLMSIFIID  BY:  MSIOG  Cie€W4GBll 
REASON : 1.4  CC) 

mCLhSBim  ON:  12-31-2038 
mfE::  Ofe-30-2016 


ALL  IMiORiiAfiaN  COOTAINEI] 
HIHEIN  IS  UNCLASSIFIED  IMIEPT 
WERE  SHEMN  OfHlKMISE 


bl 

b3 

b6 

b7C 

b7E 


: SENSITIVE  INVESTIGATIVE  MATTER) 

iS) 

SENSITIVE  INVESTIGATOR  MATTER 


ITI4  ^ Synopsis : -(^  Purchase  of 


Support  captioned  investigation 


evidence  for  review. 

Investigation  Ini tiated : 11/13/2012 


Details : 


Purchase  of 

support 

captioned  investigation . 

L 

evidence  for  review. 

b7E 


b7E 


♦♦ 


PETRAEUS-2382 


IsECRETf/KeFoiS^ 


Title : 

Qiippm^-h 

■Re: 


r-Pim-h  -i  nn<^H 


.ij:iyestigation . 
05/31/2013 


bl 

b3 

b7E 


PETRAEUS-2383 


FD-1057  (Rev.  5-8-10) 


si.V»  i'' 


BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Expense  for 

case 

From:  CHARLOTTE 

Contact : 

Approved  By:  SSA 
Drafted  By; 


related  to 


Case  ID  # 

( .qF.N.qTTTVF,  TNVE.qTTCATTVF.  MATTER 



■'  |SJ 

Date:  05/31/2013 

CULSSIFim  BY:  WSIOG  C6€W4€B11 
RKILSON:  1.4  |C| 

DICL&SSIIT  Clfr  12-ai-2D3S 

imm:  o€-ao-20is 


ALL  IMiORmflON  CdiTTAIMED 
mEMIM  IB  UMCLMSiriED^  IXCE^PT' 
WSHS  SHOW  OfHEHMISE 


bl 

b3 

b6 

b7C 

b7E 


b7E 


|Uj  Synopsis : 


Expense  f od 


related  to  case 


b7E 


Investigation  Ini tiated : 11/13/2012 


Details : 


Expense  f od 


related  to  case 


b7E 


♦♦ 


PETRAEUS-2384 


FD-1057  (Rev.  5-8-10) 


SECRE3 


)FORN 


^Si!5>SS5?S5> 


FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communiccition 


Title:  (U//^pii^ 


Document  travel  concurrence 


From:  MOBILE 

MO-7 

Contact : 


Date:  06/21/2013 

FBI  into. 

ClASSiriEU  BY:::  NSIC€  C«W4€B11 
BEESCW:  1.4  |C| 

DECLASSIFY  GOST:  12-31~“203S 
DAfEr  07-13-2 01€ 


Approved  By: 


Drafted  By: 


Case  ID  #: 


VESTIGATIVE  MATTER) 


VE  MATTER 


Synopsis:  (U//^*t5UO)  SAC  Mobile  concurs  with  the  travel  of  SA 


and  USA  CID  SI 


into  the  MO  AOR. 


Rea^n:  1 , 4 (b)  ^ 

Deri  ve3>Fa;CTn 
N S I S C - 

D^oi^^sify  On:  203^DS21 


Investigation  Ini tiated : 11/13/2012 


Reference : 


Details : 


SAC  Mobil 
USA  CID  S 


ence  for  SA|^ 
to  travel  to 


to  conduct 


subject  interview (s) . Mobile  was  advised  the  actual  date  of  the 
interview  has  yet  to  be  finalized.  Mobile  request  Charlotte  provide 
proposed  travel  dates  as  soon  as  they  are  available. 


Point  of  contact  while  a 


is  SA 


PETRAEUS-2389 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 


PETRAEUS-2390 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title: 


X 


From:  CHARLOTTE 

CEOS 

Contact : 


Date:  07/09/2013 

CL&SSIFIED  EY:  MS  ICG  C€€W4eBll 
: 1 4 CC) 

DECUkSSriY  OM:  12-“31-203S 
kYE:  01-13-2016 


Approved  By: 
Drafted  By: 


■illlillllililiiilll 


Case  ID  #: 


1 .qEW.qTTTVE  TWVE.STTnATTA/F.  MATTER 

1 

bl 

b3 

b6 

b7C 

b7E 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  Request  permission  to  use  POV  to  attend  meeting 

R^a^n:  1 , 4 (b)  , (c) 

Derived^ 

NSISC-2^D9ti6l! 

Q^edTassify  On:  20380^ 


Investigation  Ini tiated : 11/13/2012 


Details : 


On  07/09/2013^  SSA  was  requested  to  attend  a meeting  at 

FBIHQs  and  the  Pentagon  to  provide  an  operational  overview  concerning  a 
CEOS  investigative  matter.  The  meeting  will  occur  on  7/1S/2013  and  was 
requested  and  funded  by  CD  and  required  SSa|  | to  transport 

evidence  to  FBIHQs. 


SSA 


request  permission  to  use  his  POV. 
The  total  distance  traveled  will  be  419.69  each  way^  for  a total  of 
839  miles,  or  approximately  $201.36.  The  cost  of  a one  way  flight  is 
$1136.00. 


b7E 


b6 

b7C 


PETRAEUS-2395 


Re 


I 'e:  r 

07/09/2013 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 


PETRAEUS-2396 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Preservation  Letter  Tq 

10,  2013 


- July 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Date:  07/10/2013 

|||l||||||i||||||||||||^^^ 

bl 

b3 

b6 

|i|||||||||||||||||;||^  b 7 C 

b7E 


Drafted 

Case  ID 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  To  document  preservation  letter  extension  sent  tc| 

on  July  10,  2013  for 


[Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the 
1.  (U)  Preservation  Letters  To 


following  items : 


Dated  7/10/2013. 


Details : 


(U)  On  07/10/2013,  two  preservation  letters  were  faxed  to 
preserve  anl 


to 


related  to  captioned  investigation,  A 


dated  07/10/2013,| 
this 


previous  preservation  letter  dated  04/11/2013  to 

^was  set  to  expire  07/11/2013,  In  letters 
was  requested  to  extend  the  preservation  of 


for  an  additional  90  days  and  to  preserve  all 


from  04/11/2013  to  present. 


b3 

b6 

b7C 

b7E 


b3 

b7E 


b3 

b6 

b7C 

b7E 


PETRAEUS-2397 


PETRAEUS-2398 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


From: 


Date:  08/07/2013 


Ci&SSIFIlII  BYt  MSIOG  C6€W4€iBlli 
BEMCM:  1.4  |C| 
niCySuSSIlT  Ofr  12-B1-2QBB 
DME:  D?-13-201€ 


CEOS 

Contact : 


HSREIir  IS  UMCLJkSSIFIED:  IMlIl-PT: 
WHIHE  SHOyW  OTHERWISE 


Approved  By : A/ S SA 


b6 

b7C 

b7E 


b6 

b7C 


bl 

b3 

b6 

b7C 

b7E 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  FD-26  and  emails 


PETRAEUS-2420 


Tit].e:  (U)  Consent  To  SearcH 

(S) Rev  I 08/07/2  0 


13 


b3 

b6 

b7C 

b7E 


expressed  her  desire  to  delete  this 


prior  to  a renewal  payment  in  August  2013, 


(U)  On  June  4,  2013,  writer  met  with 

voluntarily 

signed  a FD-26  Consent  To  Search,  and  she  provided  writer  both  her 

) A subsequent  review  of  the  account  by  FBI  Charlotte  SOS 


found  no  information  in 
not  been  discovered  in  other  collected  evidence, 
Ifound  no  information  in 


which  had 


In  addition^  SOS 
which  has  any 


relevance , 

(U)  Following  a 
Carolina  AUSA 


instructeci 


conversation  with  Western  District  of  North 
writer  emailed  on  July 


iri 


[to  delete  any  and  all  files  related  tJ 


2 701^  ;^nH 


confirmed  the  deletion  of 


files  later  that  same  day. 


discontinue  the 


ur 

On  July  31,  2013, 

sos| 

viewed 

and  confirmed  all 

file; 

3 in  ■ 

j had  been  deleted. 

Writer 

once  again  emailed 

Lnd 

advised 

[ she  could  now 

at  her  discretion. 


b3 

b6 

b7C 

b7E 


b6 

b7C 


bl 

b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


♦♦ 


2 


PETRAEUS-2421 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Search  Warrant  fo 


Date:  05/10/2013 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By 


iiiiiiilill 

lillllllllllll 

lllilllH 

b7C 


b7E 


Drafted  By 
Case  ID  #: 


I SENSITIVE  INVESTIGATIVE  MATTER) 

(S) 

SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis : 


(U)  To  submit  search  warrant  and  related  documents  to  file. 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Search  Warrant  and  associated  documents 


b7E 


Details : 


(U)  On  April  4,  2013^  a Search  and  Seizure  Warrant  was  issued  by  the 
United  States  District  Court  for  the  Western  District  of  North  Carolina 


for  an 

— 

( 

bl 

b3 

b6 

b7C 

b7E 


(U)  T 
6 : 45am| 


o So^roh  ^nd  So-j  zuro  W;^rr;^nt  was  executed  on  April  5^  2013  at 


(U)  The  Search  and  Seizure  Warrant  Return  was  executed  by  SA 


b6 

b7C 


PETRAEUS-2422 


Title : 
■Re] 


(U)  Search  Warrant  fod 


05/10/2013 


on  August  8,  2013. 

(U)  Attached  in  a lA  envelope  to  this  serial  is  one  (1)  Application 
For  A Search  Warrant;  one  (1)  Affidavit  In  Support  Of  An  Application 
For  A Search  Warrant,  to  include  a Request  For  Sealing,  an  Attachment  A 
of  Property  To  Be  Searched,  and  an  Attachment  B of  Particular  Thing  To 
Be  Seized;  one  (1)  Motion  To  Seal  Search  And  Seizure  Warrant, 

Affidavit,  And  Application;  one  (1)  Order  Sealing  Search  And  Seizure 
Warrant,  Affidavit,  and  Application;  and  one  (1)  Search  and  Seizure 
Warrant  with  Return. 


bl 

b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2423 


FD-1057  (Rev.  5-8-10) 


sec: 


'RN 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


From: 


^ILLI W;=n-T-;=int- ELLL 

e: 

CHARLOTTE 

CEOS 


Date:  05/10/2013 

CLASSirill}  BY:  MSIOG  Ci 
RSJISON:  1.4  |C| 

m:  12-31-203i 
QBtTB ..  0 ? 1 3 ““2  0 1 €' 


Contact : 


Approved  By: 


HEBlIli  IS  UmUiSSIi'IED^  IHEEFT': 
lOTEKS  SHOlitJ  OTHEEMSE 


bl 

b3 

b6 

b7C 

b7E 


Drafted  By: 


Case  ID  # 


SENSITIVE  INVESTIGATIVE  MATTER) 


IS) 


SENSITIVE  INVESTIGATJIve  MATTER 


Synopsis:  (U)  To  submit  search  warranty  return^  and  related  documents 

to  file. 


Investigation  Ini tiated : 11/13/2012 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Search  Warrant  and  associated  documents 


b7E 


Details : 

(U)  On  April  4,  2013^  a Search  and  Seizure  Warrant  was  issued  by  the 
United  States  District  Court  for  the  Western  District  of  North  Carolina 
to 


b3 

b6 

b7C 

b7E 


(U)  The  Search  and  Seizure  Warrant  was  executed  on  April  10^  2013  at 
5:36pm  via  fax  or 


b3 

b7E 


PETRAEUS-2424 


SECR] 


’ORN 


Title : 

■■■Re": 


(U)  Search  Warrant  Fod 


05/10/2013 


bl 

b3 

b6 

b7C 

b7E 


provided  results  via  FedEx  on  May  1 , 2013  by 
sending  one  (1)  16GB  SanDisk  flash  drive  labeled 


(U)  The  Search  and  Seizure  Warrant  Return  was  executed  by  SA 
on  August  8,  2013. 


(U)  Attached  in  a lA  envelope  to  this  serial  is  one  (1)  Application 
For  A Search  Warrant;  one  (1)  Affidavit  In  Support  Of  An  Application 
For  A Search  Warranty  to  include  a Request  For  Sealing,  an  Attachment  A 
of  Particula.  To  Be  Seized,  and  an  Attachment  B of  Particular 

Things  To  Be  Seized;  one  (1)  Motion  To  Seal  Search  And  Seizure  Warrant, 
Affidavit,  And  Application;  one  (1)  Order  Sealing  Search  And  Seizure 
Warrant,  Affidavit,  and  Application;  one  (1)  Search  and  Seizure  Warrant 
with  Return;  one  (1)  Fax  Transmission  dated  April  10,  2013;  and  one  (1) 
letter  from 
Declaration . 


dated  May  4,  2013  to  include  a Business  Records 


b3 

b6 

b7C 

b7E 


b3 

b7E 


♦♦ 
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FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Search  Warrant  foq 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Drafted  By 


Date:  05/10/2013 

CLASSIFIED  BY:  NS  ICG  C€€M4fiBll| 
REASON:::  1.4  CO) 

mcmssim  m:  12-31-2038 

DATE:  07-13-2016 
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HUH  IN  IS  TJMCIASSIFIID  UCEEPT: 
MHEEE  SiiOIIN  OTHERtflSE 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  # 


IrqRKT.qTTTVR  TK[VR.qTTr;flTTVF  MATTER) 

III 


Synopsis:  (U)  To  submit  search  warranty  return^  and  related  documents 

to  file. 


Investigation  Ini tiated : 11/13/2012 


b7E 


Enclosure (s) : Enclosed  are  the  following  items: 

1 ■ dJ)  Search  and  Seizure  Warrant  and  associated  documents  for 


b3 

b7E 


Details : 


(U)  On  April  4,  2013^  a Search  and  Seizure  Warrant  was  issued  by  the 
United  States  District  Court  for  the  Western  District  of  North  Carolina 


b3 

b7E 


PETRAEUS-2426 


Tit,le: 

SI  Re: 


liil 


Search  Warrant  for 
05/10/2013 


bl 

b3 

b7E 


(U)  Thesd 


iS] 


bl 

b3 

b6 

b7C 

b7E 


(U)  The  Search  and  Seizure  Warrant  was  executed  on  April  9,  2^ 
3 : 3 6pm  on  FBI  Charlotte  SSA 
for  this  matter, 


who  serves  as  the 


ni  s 


(U)  The  Search  and  Seizure  Warrant  Return  was  executed  by  SA^ 


h August  8,  2013, 


(U)  Attached  in  a lA  envelope  to  this  serial  is  one  (1)  Application 
For  A Search  Warrant;  one  (1)  Affidavit  In  Support  Of  An  Application 
For  A Search  Warranty  to  include  a Request  For  Sealing^  an  Attachment  A 
of  Particular  Items  To  Be  Seized^  and  an  Attachment  B of  Particular 
Things  To  Be  Seized;  one  (1)  Motion  To  Seal  Search  And  Seizure  Warranty 
Affidavit^  And  Application;  one  (1)  Order  Sealing  Search  And  Seizure 
Warranty  Affidavit^  and  Application;  and  one  (1)  Search  and  Seizure 
Warrant  with  Return, 


b6 

b7C 
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b3 

b7E 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title: 


From: 


(U)  Consent  To  Search 


Date:  10/15/2013 


CHARLOTTE 

CEOS 

Contact : 


iliiiiiiliii: . 

CLASSIFIED  BY:  MS  ICC  C€€lf46Blli 
EEASON:  1-.4  (C) 

DECLASSIFY  OW:  12~-31~“203S 
BATE:  □1-13-2016 


Approved  By: 


Drafted  By 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  #: 


{ SFNSTTTVF  INVESTIGATIVE  MATTER) 


1 1 V L 11^  ^ 1 lerAl  l^E  MATTER 


Investigation  Ini tiated : 11/13/2012 


bl 

b3 

b6 

b7C 

b7E 


b7E 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Letters  from 


and  FD-26 


Details : 


(X)  On  April  25,  2013J 


Assistant  United  States  Attorney  and 
Criminal  Division  Chief  for  the  United  States  Attorney's  Office  for  the 
Western  District  of  North  Carolina,  received  a lette; 


telephone  number 


and  FAX  number 


b6 

b7C 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2432 


SE 


Title:  (U)  Consent  To  Search| 


■Re': 


10/15/2013 


(U) 


letter  provided  Consent  To  Searcll 


the  FD-26  on  April  24,  2 013  and! 


(U) 


advised : 


.."1. 


to  the  search  of  the 


listed  in  the 


attached  document  shall  not  be  tantamount  to  an  admission  of  any  kind. 
Nor  shall  beyond  the  specific  rights 


expressly  waived  in  the  consent  form. 


»»2| 

the 


the  login  and  password  information  for 


listed  in  the  attached  document,  and! 


in  a consensual  search  of 


^3.  As  discussed,  you  will  let  us  know  when  the  searches  of  the 

nn  Hnr-.nnn^^n-h  r-.nmpl  ^ SO  that] 


does  not  need.  Some  of  thes 
personal  data,  such  as  contact" 


data  that  the  government 


include  the  full  range  of 


"4 


to  this  search  is  entirely  consistent  with 
the  government’s  investigations,  including 
but  not  limited  to  the  Tampa  office’ s inquiry  and  -hb^i-h 

in  this  matter. 


bl 

b3 

b6 

b7C 

b7E 


to  every  search  and  seizure 


and  is  not 


aware  of  any  classified  information  (marked  or  otherwise) 


-LLU nn  I 


1 writer  advised  AUSJ^ 

were  not  found  on 


in  the 


!S| 


possession  of  the  FBI.  Without  this  information,  writer  could  not 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

IS) 

b7E 
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b6 

b7C 

b7E 
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"Per  my  e-mail  of  May  14^  2013  (attached)^  below  is  the  information  you 
requested  from  our  client^  which  we  are  sending  to  you  via  Federal 
Express  in  an  abundance  of  caution  to  protect  the  enclosed  information: 


The  transmittal  of  this  letter  is  subject  to  same  caveats  and  points 
made  in  our  letter  to  you^  dated  April  25^  2013^  and  is  consistent  with 
our  client’s  continued  cooperation  with  the  government  in  this  and  all 
other  law  enforcement  matters." 


b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2434 


[with  the  assistance  of  FBI  Charlotte 

Computer  Analysis  Response  Team  Forensic  Examiners, 

(U)  Copies  oi  letters  and  the  executed  FD-26  can  be  found  in 

the  corresponding  lA-envelope, 


b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2435 


FD-1057  (Rev.  5-8-10) 


SE 
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Electronic  Communiccition 


‘ ‘’'J'  i'' 


Title:  (U)  Memorandum  For  The  Attorney  General 

Regarding  Subpoenas 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By: 
Case  ID  # 


Date:  10/15/2013 

lllllllllllllllilllll^^^ 

b3 

b6 

b7C 

b7E 


hSENSTTTVE  TNyESTTGATT VF.  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  To  document  approval  by  Department  of  Justice  for 

issuing  subpoenas  on 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  DOJ  Criminal  Division  Subpoena  Approval 


bl 

b3 

b6 

b7C 

b7E 


b7E 


Details : 

(U)  On  or  about  March  21^  2013^  Department  of  Justice  Criminal 
Division  granted  FBI  Charlotte  permission  to  seek  non-content 

subscriber,  account  creation,  1 -i  nf  m-mpi-h -i  nn (fr-nm  900?  -hb-rnnpfb 

the  present)  for  the  following 


bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2436 


Ifh 


Title : 
■Re:- 


(U) 


Memorandum  For  The  Attorney  General  Regarding  Subpoenas 
10/15/2013 


(U)  FBI  Charlotte  was  granted  permission  to  seek  non-content 
subscriber,  account  creation,  and  login  information  (from  2007  to 


present)  for  the  followinc 



bl 

b3 

b7E 


b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


(U)  FBI  Charlotte  was  granted  permission  to  seek  non-content 
subscriber,  account  creation,  and  login  information  (from  2007  through 
the  present)  for 

that  are  maintained  by  the  following  remote  electronic  data  storage 
providers : 


tS) 


(U)  A copy  of  the  Department  of  Justice  Criminal  Division’s  approval 
can  be  found  in  the  corresponding  lA-envelope, 


b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 
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Title: 


FEDERAL  BUREAU  OF  INVESTIGATION 


Electronic  Communiccition 


(U)  Review  Of 


Date:  10/24/2013 


From: 


CHARLOTTE 

CEOS 

Contact : 


lilliiiii;. 

CLASS IFIEO  BY:  mi€G  C€€lf46Bll 
EUkSON:  1..4  (C) 

DEE'L&SSLrf  OW:  12~-31~“203S 
DAfl:  07-13-2016 


Approved  By : Q 


Drafted  By: 


Case  ID  #: 


SENSITIVE  TNVESTTCATTVF.  MATTER) 


bl 

b3 

b6 

b7C 

b7E 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (IKT)  To  document  review  of  and  recommendations  for 


Investigation  Ini tiated : 11/13/2012 

Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)  Evidence  review  notes  for 

Details : 


bl 

b3 

b6 

b7C 

b7E 


b7E 


b3 

b7E 


(U)  A systematic  review  of  digital  evidence  collected  throughout  the 


course  of  caotioned  investigation  revealed  multiple 

1 As d-o-cumented 

lof 

captioned  file. 

1 

l_ 

the  FD-26  on  April  24,  2013  and  her  signature  was  witnessed  by 

bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2440 


Z^SEGRErTT^Fe^L^ 


Title:  (U)  Review  Of 


H R0-1- 

1 J * 

10/24/2013 


bl 

b3 

b7E 


(U)  On  May  16,  2013, 
provided  log-on  and  password  information  for  the  FBI  to  access  and 


dated  May  14,  2013J 


In  an 


e-mail  fr  on1  I 


to  AUSA 


because  the  government  has  all 


client 


access  th 


-ter  MntQ- Xi 

. " (Wrd 

j . 

o it  . 

The 

products  that 

her  ole 

We  can  work 

that  connects  our 

mistakenly  stated 


government’s  custody  and 

^■F  -F  n 1 ^ t.tt^  n -h  ^ 


(U)  On  or  about  October  17,  2013,  writer  began  review  and  search  of 

Writer 


found  the  following  relevant  pieces  of  information  and  makes  the 
following  recommendations  regarding  each 


(U) 


(U)  Th 
2013  at 


r* 


was  accessed  and  searched  bv  writer  on  October  17. 


known  a 


1 

1 1 

The 

uJ 

The 


currently  stores  only 


(U)  A search  oi 


into  a folder  labeled 


activity  found  169  photographs  had  been  loaded 

on  September  4,  2012.  It 


appears  the  following  individuals  had  access  to  this  folder  via  a 
sharing  function  provided  b^ 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 
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PETRAEUS-2441 


Ci^ 


(U)  This  was  accessed  and  searched  by  writer  on  October  11 , 


Writer  found  no  classified  information  stored  in  these  folders. 


PETRAEUS-2442 


PETRAEUS-2443 


10/24/2013 


(U)  This 


was  accessed  and  searched  by  writer  on  October  11 , 


21,  22,  and  23  2013  at 


These  computers  are  rdentrfied  on 


computer  was 

last  backed  up  c on  October  13^  2011  and  consumes 

space.  The  was  last  backed  up  or  on  September  18^ 

2011  and  consumes  58.93GB  of  space. 


(U)  The  backups  of  both  computers  appear  to  contain  all 

files  stored  on  those  computers  as  of  the  respective  backup  dates. 
FBI’s  review  of  identified  two  (2)  classified  documents 


FBI’s  review  of  identified  two 

on  this  computer.  Comparing  the  results  of 
finds  one  of 


to  the 

lese  documents  exist  on 


This  document  is  classified  SECRET//REL  TO  USA,  ISAF,  NATO. 


FBI’s  review  oj 


I identified  multiple  marked 

ssults  of 


the  finds  at  least  85  unique  marked 

classified  documents  and  66  potentially  classified  documents. 

Classification  markings  for  these  documents  include:  NATO/ISAF 
CONFIDENTIAL;  SECRET;  NATO/ISAF  SECRET;  SECRET//REL  TO  USA,  IRQ,  MCFI; 
SECRET//REL  TO  USA,  GB,  AUS;  and  SECRET//REL  TO  US,  UK,  AUS,  CAN. 


(U)  Recommendation:  Given  the  volume  of  classified  information 


contained  in  th 


writer  will  consult  with  AUSA 


I to  determine  the  FBI’s  authority  to  change  th 

and  no  longer  allow  access 


assword 


(U)  As  previously  advised  he 

FBI  to  allow  FBI  to  search  this  I 


...with  the 


writer  will  ask  AUS^ 


PETRAEUS-2444 


Titl 

e:  (U)  Review  Of 

10/24/2013 

.... 

bl 

b3 

b7E 


broker  this  additional  consent  and  will  conduct  this  search. 


♦♦ 
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FD-1057  (Rev.  5-8-10) 


^SECRErTTSeioB^ 

FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Return  of  digital  files, 


From:  CHARLOTTE 


Date : 


01/09/2014 


CEOS 

Contact : 


CLASSIFIED  BE 7 NSIO€  C6:ftr4€Bll 
mMSm:  1.4  ICI 
DECLASSriT  CM:  12-31~“203S 
I DATE:  07-13-2016 


Approved  By 


ALL  lOTOiMATTON  COHTAIIED 
HERilM  IS  IMCLASSIFIED  ElEE'Pf 
Mmm  BWMM  CJTHEEMISE 


Drafted  By: 


Case  ID  # 


SENSITIVE  INVESTIGATIVE  MATTER) 


E MATTER 


Synopsis:  (U)  To  document  return  of  digital  files  to  defense  attorney. 

l^ea^n : 1.4  (b)  , (c)^^^(d7 

De  r i j^^FBI: 

N S I S C - 

D^jcdTa^ify  On:  203^t>iCl8 


Investigation  Ini tiated : 11/13/2012 


Details : 

(U)  In  September  2013^  defense  counsel  

requested  that  FBI  return  all  personal  photos  and  documents  ‘ 

collected  during  the  course  of  captioned  investigation  which  have  no 
investigative  value.  provided  writer  with  two  (2)  USB  flash  drives 

on  which  to  copy  the  requested  files.  All  correspondence  between 
writer  and|  |was  facilitated  by  AUSA 


(U)  SpecifUcaA^ 
found  on 


requested  writer  provide  non-pertinent  files 


As  both  computers  were  imaged  and  searched  on 


FBI  Charlotte’s  stand-alone  network  es' 
evidence  from  this  case,  writer  and  SA 


ew  all  collected 
reviewed  both 


PETRAEUS-2460 


sec: 


'ORN 


...Re.:... 


JIU R^-hni-n  nf  digital  files. 

101/09/2014 

b3 
b7E 


bn  the  stand-alone  network  to  locate  all  relevant  files  to 


be  returned  to 


writer  and 


4^  472  unclassified,  non-pertinent  files  were  located  by 

These  files  were  segregated  into  a folder  on  the 


stand-alone  network  labeled 
reviewed  by  SOsI 


provided  b 
files  tota 


All  files  were  then 
to  ensure  only  unclassified^ 

FBI  Charlotte  CART  Forensic  Examiner 


non-oertinent  files  are  returned. 

copied  the  contents  of  the  above  folder  onto  a flash  drive 


ed  aiooroximate. 


i: 


as  a 

flash d r -j  - 

The copied 

land  inci 

LudeJ 

Once  all  files  were  copied  onto  the  flash  drive^ 
writer  again  reviewed  the  copied  files  to  ensure  only  unclassified^ 
non-pertinent  files  are  returned. 


.M o 

writer'  and  SaI 


22,502  unclassified^  non-pertinent  files  were  located  by 
These  files  were  segregated  into  a folder  on  the 


stand-alone  network  labeled 
reviewed  by  SOS 


non-pertinent  files  are  returned. 


All  files  were  then 
to  ensure  only  unclassified, 

FBI  Charlotte  CART  Forensic  Examiner 


copied  the  contents . 

of  the  above  folder  onto  a flash  drive 

provided  by 

described  as  a 

flash  drive.  The 

copied  files  totaled  approximately! 


and  includedi 


Once  all  tiles  were  copied  onto  the  flash  drive, 
writer  again  reviewed  the  copied  files  to  ensure  only  unclassified, 
non-pertinent  files  are  returned. 


(U)  On  01/08/2014,  writer  requested  AUSA  both  flash 
drives  containing  all  requested  files  would  be  sent  to  his  office  via 
FEDEX  on  01/10/2014. 


bl 

b3 

b6 

b7C 

b7E 
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b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


b6 

b7C 
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PETRAEUS-2461 


❖ 

FBI  Charlotte, 

❖ 

frihcI 


b3 

b6 

b7C 

b7E 


Inaintains;  a minimum  of  weekly  contact  with  FBI  Charlotte  personnel  regarding  the  investigations  o 


MtuiMien  on  noin  mvesiiPMiions. 


\vxtxix  k>\^XlXlVX  X VgCXXViXXlgj  LXIV  XXI V V k>LXgjCXtXV/Xlk>  V^| 

These  contacts,  occurring  via  email,  telephone,  and  other  ifieclli^,  RCCj  pCf^OlihCl 

AS  M tesiiji  hhii  i iirmotte  is  exempted  from  the  requirement  to  submit  Quarterly  Status  Repons  for 


fi) 

J 


❖ 


jS) 


❖ 


❖ 


b6 

b7C 

b7E 


Classification;  s|c^3J»*eeeiE^^ 
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PETRAEUS-2462 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  01/29/2014 


Title:  0^/^) 


Exemption  from  Submission  of  QSRs 


Approved  By 
Drafted  By: 


ULL  IMFOEMMr'iaM  CXMTAIMIII 
HEHEIH  IS  UWEIASSIFIEB  EMIE'PTI 
WHEHS  Bmmi  OTHIHMISE 


Case  ID  #: 


bl 
b3 
b6 
b7C 

: SENSITIVE  INVESTIGATIVE  MATTER)j37£ 


sensi Live  invesLiyuLive  Matter 


iSi 


^UN ^i  1 1 ^ r IN  1/ UM  iljAi  jIve  matter 


Synopsis : 


FBIHd 


maintains  a minimum  of  weekly,  rnntart 
with  FRT  Charlotte  naraonna! r^aardn  na  th^  n nvR.stn  aati  ona  of 


These 


m 


contacts^  occurring  via  emails  telephone^  and  other  means^  keep[ 
personnel  updated  on  both  investigations.  As  a result^  FBI  Charlotte  is 
exempted  from  the  requirement  to  submit  Quarterly  Status  Reports  (QSRs) 
foJ 


bl 

b3 

b6 

b7C 

b7E 
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PETRAEUS-2463 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  OTHER  Date:  01/30/2014 

Ci&SSIFIin  BY:::  NS  ICC  C6CW46B11: 


SENSITIVE  INVESTIGATIVE  MATTER 


XAw  tiMij'nTirnrTri  ii  ii  , i i i ' i ~ 

This  information  is  the  property  of  the  FBI  and  may  be  distributed  to  state^ 
tribal,  or  local  government  law  enforcement  officials  with  a need-to-know. 
Further  distribution  without  FBI  authorization  is  prohibited.  Precautions 
should  be  taken  to  ensure  this  information  is  stored  and/or  destroyed  in  a 
manner  that  precludes  unauthorized  access. 


♦♦ 


PETRAEUS-2468 


CmSSIFIED  BY:  MS  ICG  C€€W46B11 
FS  ASOl-1  : 1.4  (C) 

DECLASSIFY  OW:  12“~31~«203S 
DATE:  01-13-2016 


mmiM  IB  uMChmsiwiEB  eece-ft'; 
WHEKE  SHOW  OimiMISE 


bl 

b3 

b6 

b7C 

b7E 


❖ 


FBI  Charlotte, 

❖ 

Let^  me  add  to  my  previous  email. 


bl 

b3 

b6 

b7C 

b7E 


❖ 

tbihE 


Tnaintaing  a minimum  nf  Aveeklv  rnntarf  with  FBI  Charlotte  personnel  regarding  the  investigations  0 

► These  contacts,  occurring  via  email,  telephone,  and  other  means.  Keep 


❖ 


Ct  V 


personnel 


Tipnnrpn  nr>  nnin  invpgTignTinng  ac  n rpgnir  t^t^i  i nnrinttp  ig  pvpmntpH  from  tl^p  requirement  to  Submit  Quarterly  Status  Repofts  (Q^Ks)  and 
Annual  Status  Reports  (ASRs)  foj 


!S) 


;!i 


b6 

b7C 

b7E 


❖ 


From] 

Sent 

ir 


Wednesday.  March  12.  2014  1U:U8 


AM 


❖ 


| S | Subjecti  RH  Exemption  from  Submission  of  QSRs  — SEC 


DRN 


bl 

b3 

b6 

b7C 

b7E 


❖ 

He: 

❖ 

Are  we  exempt  from  the  yearly  LHM  as  well?  If  not,  we  are  delayed,  but  will  get  that  to  you  shortly. 


b6 

b7C 


PETRAEUS-2472 


❖ 

Thanks- 


FronJ 

it-  xA/f^rlnf^crlnv  Inmim-v^  ;g  7tllJ.  17  71  PM 


Se; 

Ti 

.C( 


ISISul^ei 

❖ 

Classification:  SEC 


!xen^TionTronrSuBnTissionorQSRs^^^^E^^^?ro^RN^ 


bl 

b3 

b6 

b7C 

b7E 


❖ 

FBI  Charlotte, 


bl 

b3 

b6 

b7C 

b7E 


❖ 


FBmrl 


intains  a minimnm  nf  wppVIv  rnntact  with  FBI  Charlotte  personnel  regarding  the  investigations  of 


^imaaLea  on  mm  invesimaiions.^^  as  a lesim: 


ilact ) 

^0 


111 


These  contacts,  occurring  via  email,  telephone,  other  miaiis.  Keep 
FBI  LlUfrlotte  is  exempted  from  the  requirement  to  submit  Quarterly  Status  Repo 


i 


UClSUllllCl 

s (QSRs)  for 


❖ 


b6 

b7C 

b7E 


Classification; 

❖ 

Classification;  SECfejijaiQFO^ 

❖ 

Classification:  SEC 

❖ 


iRN 
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FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  EMAIL 


Date:  03/12/2014 


llj.j Title: Exemption  from  Submission  of  Annual  Status  Reports 

Approved  By:  SSA 


SIFTED  B¥:  MS  IOC  mm4€Ell 
mASm:  1.4  ICI 
DECLJI^SXFY  OH:  12~“31-203§' 
imm:  o?-i3-20ie 


bl 

b3 

b6 

b7C 

b7E 


Drafted  By 
Case  ID  #: 


JkJUL  IMIQiiaTIGM  CXMTAINED 

mmm  is  umcl&ssified  except 

WfiSll  SHDWM  QTHIHWISE 


(SENSTTTVE  TT 

I 

e Matter 


S] 

IVE  MATTER 


Synopsis:  ^//)^)  FBI  HQ 


maintains  a minimum  of  weekly. 


Ta7~1  ~I~  In  'F'RT  0'h;=i~r1  t>,  ~r  c;  m m ^ 1 -r  rr  ;=i  r- H ~l  Tirr  -hlng^  n m t c;  ~l~  n Of  I 

Thek^ 


r-r^-n-h;=i  r--h 


contacts ^ occurring  via  emails  telephone^  and  other  means^  keep| 
personnel  updated  on  both  investigations.  As  a result^  FBI  Charlotte  is 
exempted  from  the  requirement  to  .^nbrn-i  t On;^rt^r1\/  ■qt;^tn.g;  R^nnrt.g; 
and  Annual  Status  Reports  (ASRs)  for 


:s:) 


bl 

b3 

b6 

b7C 

b7E 


♦ ♦ 


PETRAEUS-2474 


FD-1036  (Rev.  10-16-2009) 


FEDERAL  BUREAU  OF  INVESTIGATION 


Import  Form 


Date:  07/23/2014 

lilllH 

b3 

ii||||lj|||||||||l|M 

■IliilllllllllllllllliliM 

b7E 


Case  ID  # 

(SENSITIVE  INVESTIGATIVE  MATTER) 



SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U/^^^;5<U0)  RE:  JTTF  RE  I 


Form  Type:  EMAIL 

Title:  (U//p^!^)  RE:  JTTF  RFI 

Approved  By: 

Drafted  By: 


♦♦ 


PETRAEUS-2478 


SEC 


N 


Revised  5/28/14  vs.  39 


DocLab/RMD 
170  Marcel  Drive 
Wiiicliester,  ¥A  22602 




hhh  immMkTim  €xmmimn 
mmim  is  imcuissified  em:ept 

WEMm.  snow  CTTHERWISE 


Deadline  (To  Be  Completed  By  M&L):  Click  here  to  enter  a date. 


Date  of  Request:  9/26/2014 


Backgxoimd 


Total  Boxes  in  Shipment 


Joint  Investigation:  No 


Summary  of  Investigation 

investigation  d 

material] 

investigation.  Subsequent  inv 
FBI  CE  initiated  investigation  c 


Telephone  Number: 


Subprograr 


Total  Boxes  in  Job 


If  Yes,  list  agency(ies):  N/A 


IF)  In  November  2012,  FBI  CE  initiated  an 
on  discovery  of  significant  volumes  of  classified 
elated  to  an  FBI  criminal  cyber  stalking 


Dociioieiit:  Type 


Priority:  High 


Evidence:  Yes 


Court  Deadline:  No 


Grand  Jury  (6E):  No 

If  Grand  Jury,  who  may  assist:  Choose  an  item. 


If  court  deadline,  please  explain  time  constraints:  Click  here  to  enter 
text. 


If  yes  to  Court  Deadline,  please  indicate  the  date  documents  are  required  back  to  the  court.  Click  here 
to  enter  text. 


iUBROTTil 
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SEC 


ORN 


Scanning  Level  (Select  only  one) 

1' 1 f ' 

Output  (Select  only  one) 

OL^ITL^T  ?s  seStx'tJid,  c;.5SY5iL?k^tK‘!ri  isitY  vvsSS  b<?  i:r'S3tf:d  3';:  th<? 

Litigation  - Regular  Concordance/lpro  (tiff,  text, 
SPDF/non-SPDF,  and  Concordance  load  files) 

Data  Storage  (Select  only  one) 

A?  0 f I 

Note:  The  uploading  of  documents  to  Sentinel/SharePoint  is  the  responsibility  of  the  customer. 
Please  contact  the  RMD  Help  Desk  if  you  require  assistance  on  how  to  upload. 

Electronic  Image  Endorsement 

right  of  iYwich  jfoogo.  Th<<i  iY  oot  c5it<^roA 

IMAUt  LNOUKStIViLNI  1 V Ls 

Please  select  a format; 

StvAA 

For  instances  wherein  multiple  receipts, 

PICTURES,  TORN  PAPERS  ARE  PRESENT  PLEASE  INDICATE 

THE  FOLLOWING: 

One-to-One  Ratio  - One  item  per  endorsement 

Note:  N/A  Indicates  that  NO  ITEM  of  this  document  type  is  present.  | 

Color  Scanning 

SC4.iV.4i.i  OOCi..JM.£jV?:S  sAf  COLOf? 

File  Folders 

Scan  only  paper  folders  without  metal.  Make 

COPIES  OF  FOLDERS  WITH  METAL  FOR  SCANNING. 

Stapling 

Re-Staple 

Books  if  tho  bsfjAiog  eoootA  bo  oot/broko??,  OiXkob  vvki  bo  obio  to  provido 

ao  i;Y;.ag<2  of  too  froot/bock  oovor,  } 

Binders 

Brochures,  Magazines,  Pamphlets,  Etc. 

Setoff  OobbifffetJf  At  1^5 

Sealed  Envelopes 

ettbbflbpefsl  l?e  opettetl  Sattf 

Maps/Schematics 

Imssf  e /f?  £f?tire^y 

Shredded  and/or  Torn  Materials 

Rolodex 

V ,C  5,;?  ^ i .C  .y  V .V  S' 

Notebooks,  Stenography  Pads,  etc.  o^oto:  if  Notoboo kf/^too 

caoooA  bo  dkjOSYO>obiobf  OfX'kob  vvjk  oodv  bo  obkr  to  orovido  or?  ?>oooo  of  tbo  frorA/back 
covoo J 

lAs/lB  Envelopes 

iVM 

Cutting  - Can  items  over  17  inches  long  be  cut  in  a logical 
manner  in  order  to  be  scanned? 

A/o 

Serials 

f/esMi  Cssre  (osIkI 

XRAYS  (all  kinds) 

Chooss  as'^ 

XRAY  negatives 

Choose  so  stoos,. 

Sonograms 

Choose  eo  Item. 

REmmiSz.'mm 


SECR 


RN 


EKGs 

Teeth 

Dental  Molds 
Hair/Skin/Nail  Fibers 
Pill  Bottles 


Choose  an  item. 
Choose  so  Iteos.. 
Ch  001^0 
ChocBe  an 
ChDDse  an  stem. 


Electroiitc  Media 

Does  your  request  include  digital  media,  such  as  CD,  DVD,  thumb  or  hard  drives,  obtained  via  search  warrant?  No  If 
yes,  please  coordinate  with  your  CART  representative  in  the  processing  of  the  media. 

If  your  request  includes  digital  media,  such  as  cd,  dvd,  thumb  or  hard  drives,  obtained  via  subpoena,  please  contact 
Management  and  Logistics  to  further  determine  processing  capabilities.  Note:  All  digital  media  requests  will  be 
processed  independent  of  any  request  to  scon  paper. 


Daoiaged  Files 

Have  the  files  sustained  any  exposure  to  biological  contaminants/toxins,  i.e.,  mold,  water,  etc?  No 

If  YES,  please  indicate  what  remediation  steps  have  been  implemented  to  negate  exposure  to  potentially  harmful 
bacteria?  Please  note,  DocLab  facilities  are  not  equipped  to  process  any  HAZMAT  materials. 

Remediation  steps  C^ick  here  to  enter  text.,  r o?  coisivescTs,  doclar  r >V'AT‘£?c 7 JAiAV  HA"' 


Media  Oiitpiit 

Class,  of  Media:  §&cfgt^ 
Number  of  Copie?^Max' 


Media  Output:  DVD 


No  material  higher  than  SrCXr?  may  be  shipped  to  DocLab  in  Winchester,  Virginia.  The  Customer  will  assume  all  responsibility  for  material  above  the  SrCXrJ 
level  including  the  Security  Incident  Report  that  must  be  filed. 


Returnee!  Materials  (Besxes/CDs/I)¥Ds} 

Discs 

Point-of-Contact:  S/ 

Telephone  Number: 

Address:  7915  Microsoft  Way,  Charlotte,  NC  28273 

► Note:  After  your  discs/boxes  have  been  returned  to  the  customer,  the  customer  will 
receive  a calendar  notification  from  their  M/L  point-of-contact  stating  the  following: 

Customers  are  advised  that  90  days  from  receipt  of  boxes  and  DVDs/CDs,  ali  output  will  be  removed 
from  DocLab  servers.  It  Is  vitally  important  that  customers  take  a moment  to  ensure  the  output  meets 
all  recfuirements  and  provisions.  Customers  should  make  appropriate  arrangements  lor  longTitertp 
storage  of  digital  media,  if  an  extension  is  required,  ptease  contact  M&t  
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Boxes 


Point-of-Contact:  S 


Telephone  Number 


Address:  7915  Microsoft  Way,  Charlotte,  NC  28273 


llemarics 

Additional  Job  Instructions 


\2)  S/^ |/i//7/ personally  retrieve 

original  and  copied  materials.  3)  For  Electronic  Image  Endorsement,  could  each  document  be  labeled  sequentially 
with  "DL-0001",  etc?  4)  For  any  item  too  large  for  scanning,  please  tag  for  Case  Agents. 


PETRAEUS-2493 


3 


To: 

Cc: 

Sutfieci;  i^BiReqi 
SentinelCaseld: 
SentToSentinel:  ‘ 
Classification: 


isi 


CLUSIFIEO  BY:  NSIC€  CGfiMiCBll 
hEASGH:  1.4  CO 

nM:LAssiiT  m.i  12-31-2035 

nAT-E;  07-13-2016 


herein  is  TJNCL&SSIFIED  ESCEE-PT 


bl 

b3 

b6 

b7C 

b7E 


b6 

b7C 

b7E 


PETRAEUS-2494 


Classification:  UNC 


PETRAEUS-25CM 


FEDERAL  BUREAU  OF  INVESTIGATION 
FOI/PA 

DELETED  PAGE  INFORMATION  SHEET 
Civil  Action#  16-cv-00514 


Total 

Page 

Page 

Page 

Page 


Deleted  Page 

6 ~ Duplicate 

7 ~ Duplicate 

8 ~ Duplicate 

9 ~ Duplicate 


(s) 


4 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted  Page(s)  X 
X No  Duplication  Fee  X 
X For  this  Page  X 
XXXXXXXXXXXXXXXXXXXXXXXX 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Subfile  Opening  Document 


Date:  11/28/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  Byl 


ALL  IMItiyfeiATiaN  COiTf AIMED 
HEISIM  IS  UWDLASSIl'IED^  IEEE  FT' I 
MHERE  SHOW  OfHEMCSE 


Drafted  By: 


til 


Case  ID 


(SENSITIVE  INVESTIGATIVE  MATTER) 

fS) 

SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


|UJ  Synopsis : 


M/^) 


Request  opening  of  Sub  CE , 


Details : 


SA 


expenditures  related  td 


requests  opening  of  subfile  "CE"  to  house  case 


bl 

b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2505 


CLJkSSiriEU  BY,;,  NSIOG  Ce€M4€Blli 
BZKSOH:  1.4  CO 
DICIASSIFY  m-:  12-31-2038 
U-hTE'.::  0€-2S-201€ 


W:  Request  Approval  for  CE 
To 


1 1 

Ren-i  ni  enta 

b7E 


iiiiiiH 

HEREIH  IS  UMCLfeSSIFIE-D  EXCEPT! 
wmm  SHJrfH  OTHIEMISE 


Classification:  uSSE??&iS=HCLEP 


b6  : 
b7C 


From  j 

Sent!  Monday 
To: 

Cc: 

Subj  ect : KE : 


January  07.  2013  9:20  AM 


Request  Approval  tor  CE 


Classification: 


CD  concurs  with  CEDs  operational  expense. 


b6 

b7C 

b7E 


From: 

Sent:  Friday^  January  04^  2013  5:19  PM 


To: 

Cc: 

1 

1 

Subject:  Request  Approval  for  CE 



Classification: 


jti-r 

The  Charlotte  Fi  el  H Of  f i oe  1 

1 rerru  e.c;  t a ^oo  ro\;'a  1 tor 

suDDort  the  cas^ 

1 We  request  approval. 

Thank  you. 


b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 


Classification: 


PETRAEUS-2506 


Classification: 


Classification:  uS2E??Si555lSr) 


PETRAEUS-2507 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


■m 


Title: 


To:  AO 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By: 


Procurement 


Date:  01/04/2013 

heciassiit  m:  12-31-2038 

imm:  QB-23-2Ul€ 


bl 

b3 

b6 

b7C 

b7E 


Milsahi  OOfTTJIkll'IEn 

HEHEIH  IS  UMELIkSSiriED  EMIEPT 
WHEBS  SHIJWtJ  OTHEKMI SE. 


* 

\ Q } Case  ID  w : 

CE 


TljiVESTIGATIVE  MATTER) 


IS) 


SENSITIVE  INVESTIGATIVE  MATTER 


s:  To  request  AO  approval  and  T-Number  for  purchase  of 

equipment  in  support  of  captioned  investigation, 


b7E 


5pn:  1 , 4 (b)  , (c) 

De  r i ved  ^From: 
NSISC-g^iaWll? 
QeclTassify  On:  2038011 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Email 


Details : 


SA|  I requests  AO  authority  to  purchas^ 

equipment.  The  purchase  has  previously  been  approved  by  the  FBIHQ 
substantive  unit  (see  attached  e-mail  dated  01/07/2013) , 


b6 

b7C 

b7E 


The  equipment. 

will  be  used  in 

direct  support 

has 

bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2508 


specifically  for  individual  retailers  and  are  not  available  across 
multiple  vendors , 


")  In  addition  to  _ the 
purchase  an  additional 
the 


selected  until  the| 
matched  to  the | 
anticipates  the  cost  of  the  additional 


The  appropriat 
is  purchased  and  the  additional! 

SA 


requests  approval  to 

which  will  be  used  on 
cannot  be 


existind 


SA 


intends  to  purchase  this 


necessitates  an  in-store  purchase.  As 


rs 


will  not  exceed 


|.pec.al.ze.' 

1 . 

in 

for  this  purchase.  Total  cost  of  th< 

and  additional 


) Upon  approval,  a T-Number  should  be  issued  for 


ad 


located 


bl 

b3 

b7E 


b7E 


b6 

b7C 

b7E 


b6 

b7C 

b7E 


b7E 


♦♦ 


PETRAEUS-2509 


PETRAEUS-2514 


Accountable  Property  Registeq 


CLASS  IFIIB  BY:  MS  ICC  C6€1sf4€Bll 

nSClASSIFY  ON:  12-31-“203a 
DATE:  aS-29-2Ql€ 

ALL  INFORIiATiaM  CONTAIIOED 

HIEIIM  IS  nPCLASSIFIin  EXCEPT 

wmm  smMM  otheemisi 


# 


Date 

Received 


Item  Description 


Serial 

Number 


F# 


$ 


Assigned  To: 


Final 
Disposition 


■ 

This  should  include  manufacturer,  model,  and 

Hpgrrintinn  nf  thp  nrnnprtw ^ 

If  applicable. 

Not  required,  but 
helps. 

Include  date  of 
disposal. 

D 

L 

SOS 

Room  413 

bl 

b3 

b6 

b7C 

b7E 


PETRAEUS-2515 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  OTHER 


Date:  05/02/2013 


CLASSIFIED  BY:  MS  ICO  C€€W4fiBll 

Title:  (U)  Accountable  Property  Register  - 5/1/2013^^^^™- 

DECmSSIFY  df:  12-“31-203S 


-fif 


Approved  By: 
Drafted  By: 
Case  ID  # 


D&fl:  08-29-20ie 


E)  (SENSITIVE  INVESTIGATIVE  MATTER) 


iS) 


HIBEIM  IS  OTCLASSIFIED  E^IElPf 
HHEEE.  SliCMS[  OTHEBMISE 

bl 
b3 
b6 
b7C 
b7E 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  To  submit  an  Accountable  Property  Register  for| 

equipment  purchased  in  support  of  captioned  investigation. 


♦♦ 


PETRAEUS-2516 


FEDERAL  BUREAU  OF  INVESTIGATION 
FOI/PA 

DELETED  PAGE  INFORMATION  SHEET 
Civil  Action#  16-cv-00514 


Total  Deleted  Page(s)  = 21 


Page 

2 - 

- Duplicate; 

Page 

3 - 

- Duplicate; 

Page 

4 - 

- Duplicate; 

Page 

5 - 

- Referral/Consult; 

Page 

6 - 

- Referral/Consult; 

Page 

7 - 

- Duplicate; 

Page 

8 - 

- Duplicate; 

Page 

9 - 

■'  Duplicate; 

Page 

10 

~ Duplicate; 

Page 

11 

~ Duplicate; 

Page 

12 

~ Duplicate; 

Page 

13 

~ Duplicate; 

Page 

14 

~ Duplicate; 

Page 

15 

~ Duplicate; 

Page 

16 

~ Duplicate; 

Page 

17 

~ Duplicate; 

Page 

18 

~ Duplicate; 

Page 

19 

~ Duplicate; 

Page 

20 

~ Duplicate; 

Page 

21 

~ Duplicate; 

Page 

22 

~ Duplicate; 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted  Page(s)  X 
X No  Duplication  Fee  X 
X For  this  Page  X 
XXXXXXXXXXXXXXXXXXXXXXXX 


PETRAEUS-2517 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Subfile  Opening  Document 


Date:  11/28/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


hhh  lOTtmi^TTCM  COOWTIklHED 
HiKEIM  IS  TMILaSSIFIED  1}C]CE.PT| 
WEBl.  SlOm  OTHEEWISE 


Drafted  By: 


Case  ID  4 


biSSEM 


SENSITIVE  INVESTIGATIVE 


SENSITIVE  INVESTIGATIV’e  MATTER 


bl 

b3 

b6 

b7C 

b7E 


Details : 


SA 


requests  opening  of  subfile  "DISSEM"  to  house 


disseminations  to  all  Agencies/Departments  external  to  FBI , 


b6 

b7C 


♦♦ 


PETRAEUS-2539 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Subfile  Opening  Document 


Date:  11/28/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By 


hhL  iMraEiiStT-ioif  €mmmB 
EKmiM  IS  TJlCLlJSSIFIED  E}CDi.PT: 
VfHEEE.  SHOMH  OTHE-RlflSE 


Drafted  By: 


Case  ID  #: 


,Lli ' i 


STIGATIVE  MATTER) 

'iSl 


bl 

b3 

b6 

b7C 

b7E 


SENSITIVE  INVESTIGATIVE  MATTER 


||jf|  Synopsis : 


Request  opening  of  Sub  ELI , 


Details : 


SA^ 


requests  opening  of  subfile  "ELI"  to  house 


ELSUR  original  logs  generated  by  the 


bl 

b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2540 


PETRAEUS-2541 


FD-1057  (Rev.  5-8-10) 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Subfile  Opening  Document 


Date:  11/28/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By; 
Case  ID  #: 


Synopsis : fli|e 


CLASS irim  BY:  NSIOG  CfieW4SBll 
REASON:  1.4  |C| 

DlCjLlESIlT  CM:  12-31-2037 
ME:  06-27-2 OIS 


ALL  imxmmfim  comtaiied 

HEREIN  IS  DMIIASSIFIED  ElCE'Pf 
WEERE-  SmMM  OTHEEMISE 

bl 
b3 
b6 

,L^i — (SFUSTTTVff  TYVESTIGATIVE  matter)  b7C 

b7E 


SENSITIVE  INVESTIGATIVE  MATTER 


quest  opening  of  Sub  ELA, 


Details : 


SM 


requests  opening  of  subfile  "ELA"  to  house 


ELSUR-related  administrative  documents  pertaining  td 


bl 

b3 

b6 

b7C 

b7E 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Subfile  Opening  Document 


Date:  11/28/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


CLASSIFIED  BY:  MSIOG  C€€M46Blli 
SEASON:  l..,4  (C) 

mcmsBiwY  mt:  12-31-2037 

DATE:  D6-2S-2D16 


HEBE  IN  IS  mrCLASSIFIED^  1MIE.PT=: 
WHERE  SHOW  OTBEEMSE 


Drafted  By: 


Case  ID  #: 


■GJ 


-IS] 


(SENSITIVE  INVESTIGATIVE  MATTER 


SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


bl 

b3 

b6 

b7C 

b7E 
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— :HiB: 

liilllllllllll^^^^^  


YOU  ARE  HERESY  COMyANDED  So  apfsssr  and  t©st!ty  before  the  Grand  Jury  of  the  Unttsd  States  Dlsthct 
Gouft  at  the  ptace,  date,  and  ism©  apocified  beSo®/. 


SEE  ATTACHMENT  TO  SEBFOENA 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the 
United  States  arsd  a fedemi  grand  jury.  As  a subpoena  recipient,  you  are  tinder  no  Qbiigation  of 
secrecy,  Howe  ver,  we  inquest  that  you  not  disci  ose  the  exi  stence  of  this  subpoena  as  the  impact 
of  any  such  disclosure  could  be  detrimental  to  the  investigation. 


Tbis  shall  T@majr?  m ®ff©ct  until  you  ar@  granted  leav©  to  depart  fey  th©  eoud  or  fey  an  offlepr  acting  on 

bsbalf  of  the  court. 


* if  fSSt  Sppis^fs.  SffiSf  ■ 'nsf)®."  To  te  ««d  IS  Ms  »!  AO!  10 
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illllllliliiilllllMl 

llllllllllllllllll 


b3 
b6  • 
b7C 
b7E 


INSTIIUCTIONS 


1 , You  are  required  to  produce  eacliand  every  doeument.  responsive  to  the 
speeifications  listed  above,  that  is  in  the  possession,  custody,  or  control  of  the  above-identitied 
entities  (including  those  In  the  possessi  on,  custody  , or  control  of  its  braneh  offices,  agents,  or 
representati  ves).  Unless  a speeification  limits  the  time  period,  the  subpoena  requires  the 
production  of  all  documents  regardless  of  date  . 

2.  You  shall  produce  responsive  documents; 

A.  that  exist  in  electronic  fbm;  eiectrontcally  with  all  metadata  preserved, 

B.  that  exist  in  hard  copy  in  a format  that  preserves  all  delineations  and 
teatures  of  such  hard  copy  documents. 


1 
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3.  You  are  encouraged  to  consult  with  the  United  States  on  the  tummt  and 
rnethodology  you  will  use  in  collecting  and  producing  electronic  documents, 

4 , Al  l documents  that  respoud,  in  whole  or  in  part,  to  any  portion  of  any  subpoena 

shall  be  produced  in  their  entirety,  including  all  attachments,  enclosures,  cover  letters  or 
memoranda,  and  post-h  notes. 

5 . If  any  documents  are  withheld  based  on  a claim  of  pri  vi  lege,  provide  a statement 

of  the  claim  of  privilege  and  all  lacts  relied  on  in  support  thereof  inciudlng  the  identity  of  each 
document,  its  author,  addressee,  date,  subject  matter,  all  recipients  of  the  original,  and  of  any 
copies,  its  present  location(s),  and  the  specification  herein  to  which  it  is  responsive.  I'-or  each 
document  withheld  under  a claim  that  it  constitutes  or  contains  attorney  work  product,  also  state 
whether  it  was  prepared  in  anticipation  of  litigation  or  for  trial  and,  if  so.  Identify  the  anticipated 
litigation  or  trial  upon  which  this  asseition  is  based. 

6.  if  you  kirow  of  document,s  that  are  or  would  be  responsive  to  any  of  the 
specifications  listed  below  which  you  are  not  producing  because  you  are  unable  to  find  them, 
they  have  been  destroyed,  they  are  not  in  your  possession,  custody,  or  control,  or  for  any  other 
reason,  please  list  all  such  documents  and  provide  for  each  a complete  statement  of  the  reason 
why  you  are  or  may  be  unable  to  produce  it,  your  efforts  to  find  or  obtain  a copy,  the  identity  of 
each  and  every  person  who  has  or  may  have  a copy  or  has  or  may  have  any  memory  of  the 
contents,  and  yo  ur  best  m emory  or  other  knowledge  of  the  contents. 

DEFINITIONS 

1.  '‘.Air’  means  each  and  every. 

2.  “And”  and  “or”  shall  be  interpreted  hberally  as  conjunctive,  disjunctive,  or  both, 
depending  on  the  context,  so  as  to  have  their  broadest  meaniTig. 

3,  “Relating  to”  means  about,  in  whole  or  in  part  constituting,  containing, 
conceming,  embodying,  refiecting,  describing,  analyzing,  investigating,  identify ing,  stating, 
referring  to,  connected  to,  dealing  with,  created  by,  received  from,  sent  to,  or  in  any  way 
pertaining  to. 

4,  “Documents”  inciudes,  but  is  not  limited  to,  any  written,  recorded,  or  graphic 
materials,  however  produced,  reprodueed,  or  stored,  including,  but  not  limited  to, 

GGrrespondence  and  other  wri  tten  communications,  electronic  mail  or  “e-mail,”  minutes  of 
meetings,  niessages,  notes,  checks,  deposits,  mvoices,  appointment  logs,  ealendars,  diaries, 
joumais,  teiephone  messages,  telephone  logs,  telephone  bills , ledgers,  balance  sheets,  contracts, 
and  all  other  materials,  whether  in  written  form  or  in  the  fonu  of  other media,  meehanical, 
electronic  or  otherwise,  such  as  computer  drives  or  disks,  audio  tapes,  video  tapes,  MP-3  or  other 
files,  photographs,  notes,  memoranda,  articles,  recordings,  computer  readable  medlit,  and 
photographs  as  defined  in  Federal  Rule  of  Evidence  1001, 1'he  term  “documents”  also  includes 
drafis  of  doeuments,  copies  of  documents  that  are  not  identical  duplicates  of  the  originals,  and 
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copies  of  documents  the  originals  of -which  are  not  in  your  possession,  custody,  or  control  . The 
tenn  ’'docutnent”  explicitiy  ineludes  ail  emails,  recorded  phone  calls  or  messages,  and  similar 
eomtnimicalions  however  stored  (inciuding  inactive  backups),  including  all  metadata  associated 
with  such  documents. 

5.  '‘Metadata'’  means  all  infbnnation  about  a particular  electronic  document  or  data 
set  that  is  available  electronically,  including  intbrination  relating  to  how',  wben  and  by  who  it 
-U'as  collected,  created,  sent,  copied,  received,  accessed  or  modified,  and  how  it  is  formatted 
(including  data  demographics  such  as  size,  location,  storage  requirements  and  media 
infbrraation). 

I 

6-  means  the  company  of  that  name,  its  directors,  ofirccrs,  b7E 

employees,  agents,  attorneys,  and  representatives,  its  domestic  and  foreign  parents,  predecessors, 
divisions,  subsidiaries,  affiliates,  partnerships,  and  joint  ventures,  and  the  directors,  officers, 
employees,  agents,  and  representatives  of  its  domestic  and  foreign  parents,  predecessors, 
divisions,  subsidiaries,  affiliates,  partnerships,  and  joint  ventures. 

7,  "Suhsidiary”,  ’'affiliate”,  and  “joint  venture”  refer  to  iiny  firm  in  which  there  is 
partial  (10  percent  or  more)  or  total  ownership  or  control  between  entities. 
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IN  LIEU  OF  PERSON  AL  APPEAR ANGE  BEFORE  THE  GRAND  JURY  TO  DEUVER  ITffi  DOCUMENTS,  YOU 
MAY  COMPLY  WITH  THE  TERM  S OF  THE  ATTACHED  GRAND  JURY  SUBPOENA  BY  MAILING  THE 
DOCUMENTS  TO  THE  AGENT  SERVING  THE  SUBPOEN  A. 

PLEASE  "DOUBLE  WRAP”  THE  DOCUMENTS  BY  PLACING  THEM  IN  A SEALED  ENVELOPE  OR 
PACKAGE  MARKED  "GRAND  JURY  M ATERIAL”  (*)  AND  PLACING  T HIS  SE  ALED  ENVELOPE  OR 
PACKAGE  IN  A SECOND  ENVELOPE  OR  PACKAGE  ADDRESSED  AS  FOLLOWS: 


A COPY  OF  THE  SUBPOENA  MUST  BE  INSERTED  INSIDE 
THE  SEALED  ENVELOPE  OR  PACKAGE. 

f PLEASE  30  Apr  MARK  T1-!E  OUTSIDE  OF  THE  MAILING  ENVELOPE  WITH  ANY  NOTATION  THAT  IT 
CONTAINS  GRAND  JURY  MATERIAL- 

IN  LIEUOF  MAILING  THE  DOCUMENTS,  OR  0"  THE  DOCUMENTS  ARB  TOO  VOLUMINOUS  TO 
SECURELY  MAILJYOU  MAY  RELEASE  THE  DOCUMENTS  REQUESTED  TO  THE  AGENT  SERVING  TFIIS 
SUBPOENA  UPON  YOU . 

IF  YOU  CHOOSE  TO  FOLLO  W BITHER  OF  THESE  PROCEDURES,  IT  WILL  NOT  BE  NECESSARY  FOR 
ANYONE  ASSOCIATED  WITH  YOUR  OFFICE  TO  PHYSIC  ALLY  APPEAR  BEFORE  THE  GRANDTURY. 

YOU  ARE  REQUIRED,  HOWEVER,  TO  FILL  OUT  COMPLETELY  THE  ATTACHED  “W  AIVER  OF 
APPEARANCE  AND  RECEIPT  FOR  RECORDS”  FORM  AND  RETURN  IT  WITH  A COPY  OF  THE  SUBPOENA 
AND  THE  REQUESTED  DOCUMENTS  BY  MAIL  OR  PERSONAL  DELIVERY  TO  TFIE  AGENT'. 


Revised:  2-06 


b6 

b7C 
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sec: 


FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Lead  to  LA  Division,  Orange  County  RA  Date:  11/19/2012 


To: 


From:  CHARLOTTE 

CE06 

Contact : 


b7C 

b7E 


Approved  By: 


Drafted  By: 


hGJ  (D//nr)  (SENSITIVE  INVESTIGATIVE  MATTER) 


iS) 


iNVt^y'i'iGA'i'iVE  matter 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  To  request  assistance  frorrv 

Orange  County  RA  in  serving  a subpoena  ori 


-hl^^  T 7\T<^/-y^~l  ^ 


Division, 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  GJS 


Details : 


(U)  FBI  Charlotte  is  currently  investigating 

involving  the  potential  unauthorized  possession  ot  classit 


case- 

ied 


(S) 


b3 

b7E 


bl 

b3 

b7E 


PETRAEUS-255:i 


Title:  (U)  Lead  to  LA  Division,  Orange  County  RA 

||^| Re-; CJ,  11/19/2012 


bl 

b3 

b7E 


information.  Through  the  course  of  the  investigation,  it  was  revealed 

that  potentially  classified  information  was  transferred  from 

I FBI 


Charlotte  would  like  to  recover  anv  and  all  copies  of  the 


transferred  from 
its  possession  foJ 


data 

retains  in 


FBI 


Charlotte  has  attached  a Grand  Jury  Subpoena  from  the  Western  District 
of  North  Carolina  requesting  the  above  material  (original  will  be  sent 
via  FedEx) . 


b3 

b6 

b7C 

b7E 


♦♦ 
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A6l  5 Qt  (i^.  04/07)^  Subpoena  to  I cst^ty  J5e3fers  OpsiKlJirry 


b3 

b6 

b7C 

b7E 


b6 

b7C 


® As  to  who  may  ssm  s subpoosa  Bfl4  tSw mmnfe  of  te  sMioc  seeSaie  i ?(£i);  Federai  Roios  of  Criiainta  ft-oa^dox^,  orMe 
FeiiwaiRtrifisofCit'ilPfOc&diire.  ”'J  ': 

® "J'seii  8fi<i  Mileage  need  act  to  be  tendesed  50  the  witeess  upor.  swvies  of  6 subpoena  issued  on  behaif  of  ft®  Utmed  States  o®  an  eiSeer  oe 
aasttw  thereof  (Raie  dSfe),  Fedsi&i  RaSes  of  Csvi!  fj-ocedurs;  Rate  i7{dX  Fedeiai  Raies  of  Ciiatiria!  ?rcee4.jre)  or  on  bsbalf  of certsuj  iBdrgsal  parties 
and  Kimsia!  defer.diitis -who  are  uaabie  to  pay  s«ch  eosts  (2S  USG  iS2S,  Ruie  nCbtFederai  Rates  of  Oimina!  Frocedore)  . 
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FEDERAL  BUREAU  OF  E^ESTIOATION 


Date  of  entiy  12/03/2  012 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


|||:||||||i|||||i|||||| 

mjLL 

mmim  is  nraiLikssiFiiD  sux'Pfl 
mmm-  siowf  othsimisi 
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UNCSASScigXED/ 


Investigation  on  12/03/2012 


File# 


by 


California,.  United  States  (In  Person) 


Date  drafted  12/03/2012 


bl 

b3 

b6 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  PETRA  EUS“ 2554 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communication 


Title: 


(U) 


bj  Return 


From:  CHARLOTTE 

CEOS 

Contact : 


Date:  12/12/2012 

CLUSSirill}  B¥;  N'SIC€  C€6W4€B11; 
BEMBm:  1.4  Id 
HSCL^SSIFY  ON:  12-31~“2037 

imm:  nE-2B-2Ul£ 


b3 

b6 

b7C 

b7E 


Approved  By 


Drafted  By: 


Case  ID  # 


-GJ 


fSI" 


Tr.Z/NW  CSENSTTTVE  TNVESTTGATTVE  MATTER 


!S) 


SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


Synopsis:  (U)  Documents  provided 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U)| 


GJ  response 


Details : 


On  or  about  12/7/2012^  SA 


received  the  enclosed 


documents 

f rom| 

via  Federal  Express  from  3l\ 

(Los 

Angeles  Division  - Orange  County  RA) , 

□ 

provided  these  documents  in  response  to  a Federal  Grand  Jury  Subpoena 
issued  out  of  the  Western  District  of  North  Carolina 


b3 

b6 

b7C 

b7E 


The  documents  consisted  of  the  following: 


b3 

b7E 
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All  of  the  above  documents^  including  a copy  of  the  Federal  Grand 
Jury  Subpoena  can  be  found  in  the  corresponding  lA-envelope, 


♦♦ 
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FEDERAL  BUREAU  OF  INVESTIGATION 


•i  ;«*.':• 


Date  of  entiy  02/12/2  013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  February  12,  2013,  writer  received  an  envelope  f rom | 


telephone  numbei 


The  envelope  contained  the 
captioned  investigation. 


related  to  the  subject  of  the 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

CLASS  iriSD  B¥:  MS  ICO  C6eNr4SBll 
REASON:  1.4  |C| 

BicjuissiiY  m:  i2-ai-2oai 

HATE;  0€-28““201€ 


ALL  IMIDKiaTiaM  ooMmiiin 
HSISIM  IS  UMCIASSIFISD  lllClPf 
HHEIM  SHDUN  OTHMEWI  Si- 


Investigation  on  02/12/2013  at  Charlotte,  North  Carolina,  United  States  (Mail) 

File#  jS)  Date  drafter 


Date  drafted  02/12/2013 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  ^ ^ ^ ^ ^ 

IS-— ^ PETRAEUS-2557 
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FEDERAL  BUREAU  OF  INVESTIGATION 


if*  :Nvv«''X'’ 


Date  of  entiy  02/19/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


captioned  investigation. 


b3 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

Ilillllllll 

lillillllllllllll 

IkLL  IMfCSMifiaM  tXWi’AimB 

mmim  is  mmmssmmw  iieupt" 

MHEES  SHOW  0*raiHI#ISl 


Investigation  on  02/19/2013 


Charlotte^  North  Carolina,  United  States  (Mail) 


File 


Date  drafted  02/19/2013 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 


to  be  distributed  outside  your  agency. 
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FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entiy  02/20/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  February  20,  2013,  writer  received  a Fed  Ex  package  from 

b3 

b6 

phone 

tele 

number 

1 — « — 

b7E 

This  package  included 

related  to  the  subject  of  the  captioned 
investigation.  The  records  relate  tc 


b3 

b6 

b7C 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

ClJkSSIFIlD  BY:  MBim 
EEASOB : 1.4  CC) 

mcmssiwY  tm:  i2-3i-2oaa 
immz  o&-2s-20i€ 


MhL  mimiHEO 

mmim  is  iotciassified 

MSEBE.  SHOWS  OfHEHIflSE 


Investigation  on  02/20/20 13 


Charlotte^  North  Carolina,  United  States  (Mail) 


File# 

|Sj 

Date  drafted  02/20/2013 

by 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  ^ ^ PETRA  EUS-2559 
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FEDERAL  BUREAU  OF  INVESTIGATION 


if*  iNv-i?,';*'' 

a;; 


Date  of  entiy  02/21/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  February  20^  2013^  writer  received  a package  from 


telephone  number 


b3 

b6 
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This  package  included 


related  to  the  subject  of 


the  captioned  investigation. 

The  records  will  be  maintained  in  the  lA  section  of  the  file. 


liilllllllllllll 

ALL  IMftlMlLflOM  CMrrMMED 

mmim  is  uhclassifiso: 

MSHS  SHOW  OfHSHMISS 


Tnvestigation  on  02/20/2013 


File# 
by 


Charlotte^  North  Carolina,  United  States  (Mail) 


(S) 


Date  drafted  02/21/2013 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  ^ ^ 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Addition  to  Tampa  6e  List 


Date:  03/08/2013 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  Bi 


b6 

b7C 

b7E 


Drafted  By: 


Case  ID  # 


-GJ 


tS) 


( ^kn^jtjvk  JN\rK^Tjr-.7\TJ\7F.  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


Synopsis:  (U)  Letter  from  U.S,  Attorney  Middle  District  of  Florida 

adding  SA 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Letter  from  U.S,  Attorney. 


b3 

b6 

b7C 

b7E 


Details : 

To  submit  letter  to  file  from  the  U.S.  Attorney  Office^  Middle  District 


of  Florida,  which  adds  SA 

b3 

b6 

b7C 

b7E 


♦♦ 


PETRAEUS-2561 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


if*  iNv-i?,';*'' 

a;; 


Date  of  entiy  03/20/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  March  19,  2013,  writer  received  a box  from 

phone  number 

b3 

b6 

b7C 

b7E 


The  box  containec| 
investigation . 


related  records  pursuant  to  the  captioned 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

itJLL  imwimmfim  cowmiiED 
HEBIIKT  IS  maUhEETWmB  IXEEFf 
Mmm  smME  oTHEEHies 


Tnvp^tipation on  03/19/2013  at  Charlotte^  North  Carolina,  United  States  (Mail) 


File# 

SJ (S) 

Date  drafted  03/20/2013 

by 

r 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency. 
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PETFWEUS-2562 


FD-302  (Rev.  5-8-10) 

FEDERAL  BUREAU  OF  INVESTIGATION 

Date  of  entiy  03/19/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 

coLssiFisD  ffif:  Msioo  mm4mii\ 
mMSm:  1.4  to 
nSCLS^SSIFY  aKT:  12-31»»203e 

imm:  as-2s-2ai€ 


IkLL  IMltaMlLflOM  COffMMlD 

mmim  is  mmmsEiwmm  ixci-jpf'l 

MHEEE  SHOW  OTOERVISE 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency. 
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PETRAEUS-2563 


hhh  imwx^m.Tim  miimiMED 
mmim  is  mchmsTwim  exempt 
VIHlRi.  SmMM  OfHEJRMISl 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 


to  be  distributed  outside  your  agency. 
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FD-302  (Rev.  5-8-10) 


- 1 of  1 - 

FEDERAL  BUREAU  OF  INVESTIGATION 


if*  iNv-i?,';*'. 

a;; 


Date  of  entiy  05/14/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  May  14,  2013,  writer  received  a package  from  thel 


that  was 

originally  mailed  to  the  writer attention  at  the  United  States  Courthouse 


in  Charlotte  bv 

telephone 

b3 

b6 

b7C 

b7E 


The  package  contained  a letter  and  an  encrypted  CD  with 
relevant  to  the  captioned  subject. 


Additionally, 
on  May  2 , 


on  May  6,  2013,  writer 
2013  with  the  password 


opened  an  e-mail  sent  by  | 

for  accessing  the  encrypted  CD. 


b6 

b7C 


All  of  these  records  will  be  maintained  together  in  the  lA  section  of 


the  file. 


CLMISIFIEO  lY:  HSICG  C:€«4SBli: 

REASON:  1,4  (C> 

01€LASSIIY  CM:  12-31-2038 
DATE:  06-2S~“201i 


ALL  INimyAYION  CmTAIMED 
HEHEIN  IS  mrCjUASSIFIED  EXCEPT 
WHERE  SHOWN  GTHEHMSE 


Charlotte,  North  Carolina,  United  States  (,  Other  (From  WDNC 
Investigation  on  05/14/2013  ^t  US  AO)  ) 


File^ 

(S) 

Date  drafted  05/14/2013 

by  [ 

J 

This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  ■ — ^ ^ ^ ^ ^ ^ 

PETRAEU:S-2565 
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MhL 

HERE.™ 

mmE  0 € “ 


Mutteb 

WEBERN 


States  ©istrict  (Court 

^ NORTH  CAROLINA 


DISTRICT  OF. 


SUBPOENA  TO  TESTIFY  b7c 

BEFORE  GRAND  JURY  b7E 

SUBPOENA  FOR; 

□ PERSON  ■ DOCUMENTS  OR  OBJECT(S) 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  tinne  specified  below. 


United  States  Courtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  Carokna  28202 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document(s)  or  object(s);* 

SEE  ATTACHMENT  TO  SUBPOENA 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the  United  States  and 
a federal  grand  jury.  As  a subpoena  recipient,  you  are  under  no  obligation  of  secrecy.  However,  we  request  that 
you  not  disclose  the  existence  of  this  subpoena  as  the  impact  of  any  such  disclosure  could  be  detrimental  to  the 
investigation. 


□ Ptoase  see  additional  information  on  ravarae 

This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  officer  acting  on 
behalf  of  the  court. 


FBI  S/I 


NAME.  ADDRESS  AND  PHONE  NUMBER  OF  ASSISTANT  US  ATTORNEY 

United  States  Attorney^ s Office 
227  West  Trade  Street,  Suite  1650 
Ckarlotte,  Nortk  Carolina  28202 
704-344t^  


*if  not  applicablB,  enter  "none." 


To  be  used  in  lieu  o(  AOt  10 


PETRAEUS-2566 


(1)  As  to  who  may  ssrvs  a subpoena  and  the  manner  of  its  service  see  Rule  17(d).  Federal  Rules  of  Criminal  Procedure,  or  Rule  45(c).  Federal  Rules  of  Civil 
Procedure. 

(2)  "Fees  and  mileage  need  not  be  tendered  to  the  witness  upon  service  of  a subpoena  issued  on  behalf  ol  the  United  Slates  or  an  oflicer  or  agency  iherooi 
(Rule  45<c),  Federal  Rules  of  Civil  Procedure.  Rule,  17(d),  Federal  Rules  of  Criminal  Procedure)  or  on  behalf  of  certain  indigent  parties  and  cnmmnf 
defendants  who  are  unable  to  pay  such  coats  (28  USC  1625.  Rule  17(b)  Federal  Rules  of  Criminal  Procedure)  ' 

*U.S.  GPO:  2004-304-381/72273 

PETRAEUS-2567 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS: 


I.  General 

A.  Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  produced  in 
electronic  form  and  shall  include  text  data  and  image  data  held: 

1 . In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

B.  Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and 
may  be  converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 

II.  Text  Data 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  file: 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file 
format  without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  account 
number,  date/time,  description,  payee/payor,  check  number,  item  identifier,  and  amount). 


111.  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietary 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1 . Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 


IV.  Encryption/Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall 
be  produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic 
production. 


V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 
reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Financial 
Privacy  Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R., 
Part  219  (revised  effective  1/1/2010). 


Page  2 of  2 


PETRAEUS-25W 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  OTHER 

Title: (U)  Subpoena  Served  - 

Approved  By: 


Drafted  By:| 
Case  ID  #: 


; 

-GJ 

r 

Date:  05/20/2013 

hhh  ccmtaieied 

HIEEIH  IS  IMCIASSIFIKD  EXCEPT 
WEBl-  SHOm  OT’HEJRMISE 


"rS//N^)  (SENSITIVE  INVESTIGATIVE  MATTER) 

^S1 


bl 

b3 

b6 

b7C 

b7E 


SENSITIVE  INVESTIGATIVE  MATTER 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


♦♦ 


PETRAEUS-2570 


mmiM 
ijjkfs  0 e-  2 


Muttcb  States  district  Cttourt 

WESTERN  ^ ^ NORTH  CAROLINA 


DISTRICT  OF. 


TO: 


SUBPOENA  TO  TESTIFY 
BEFORE  GRAND  JURY 

SUBPOENA  FOR: 

□ PERSON  ■ DOCUMENTS  OR  OBJECT(S) 


b3 

b7E 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  time  specified  below. 


United  States  Courtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  Carokna  28202 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document(s)  or  object(s):  * 
SEE  ATTACHMENT  TO  SUBPOENA-AS  TO  CORPORATION 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the  United  States 
and  a federal  grand  jury.  As  a subpoena  recipient,  you  are  under  no  obligation  of  secrecy.  However,  we 
request  that  you  not  disclose  the  existence  of  this  subpoena  as  the  impact  of  any  such  disclosure  could  be 
detrimental  to  the  investigation. 

□ Phase  see  edditionei  informetion  on  reverse 


This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  officer  acting  on 
behalf  of  the  court. 


CLEn 


(BY)  DEPUTY  CLERK 


This  subpoena 

of  the  United  States  of  America 


FBI  SA 


DATE 

Mav9.  2012 

NAME,  AOOnESS  AMO  PHONE  NUMBER  OF  ASSISTANT'S  ATTORNEY 

United  States  Attomey^s  Office 
227  West  Trade  Street,  Suite  1650 

ckarlotte,  Nortk  Carolina..2&202 

704-344-6222  


b3 

b6 

b7C 

b7E 


Mf  not  applicable,  enter  “none.” 


To  be  uaed  in  Iwu  of  AOi  10 


PETRAEUS-2571 


RECEIVED 
BY  SERVER 


RETURN  OF  SERVICE'’* 


DECLARATION  OF  SERVER'S 


additional  information 


(1)  As  to  who  may  aorva  a aubpoona  and  tha  mannar  ot  ita  sarv*ca  saa  Rula  17(d).  Fadaral  Rutas  of  Crtm«nai  Procedure,  or  Rut^  45<c)  Federal  Rules  oi  Ct< 
procadura. 

(2)  ‘Teat  and  milaaga  naad  not  ba  tandarad  to  tha  wi1r\aas  upon  sarvK:a  of  a subpoena  issued  on  behalf  of  the  United  States  df  an  othcer  or  agency  there 

(Rula  4S<c).  Fadarat  Rutas  of  Civil  Procadura.  Ruta.  17(d).  Fedarat  Rutas  of  Criminal  Procadura)  or  on  behalf  ol  certain  indigent  parties  and  cnminni 
dalandants  who  ara  unabta  to  pay  such  coats  (28  USC  1825.  Rule  17(b)  Fadaral  Rutas  of  Criminal  Procedure)  ^ * i-i 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS; 


I.  General 

A.  Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  produced  in 
electronic  form  and  shall  include  text  data  and  image  data  held; 

1 . In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

B.  Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and 
may  be  converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 

II.  Text  Data 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  fde: 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file 
format  without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  account 
number,  date/time,  description,  payee/payor,  check  number,  item  identifier,  and  amount). 


111.  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-pifoprietary 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1 . Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 


I V . Encryption/Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall 
be  produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic 
production. 


V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 
reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Financial 
Privacy  Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R., 
Part  219  (revised  effective  1/1/2010). 
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PETRAEUS-2574 


FEDERAL  BUREAU  OF  INVESTIGATION 

Import  Form 


Form  Type:  OTHER 


Date:  05/20/2013 


Title: (U)  Subpoena  Served 

Approved  By: 


CLASS  IFIID  BY:  MS  IOC  C6W46B11 
REASON:  1.4  fCJ 
DlClASSirY  Of;  12-31-203S 
HATE:  06-28-2Q1S 


bl 

b3 

b6 

b7C 

b7E 


ALL  iwwtmmf-im  caMfAiiED 

HEREIN  IS  JjmiASEIWim  EXCEPT 

Mmm.  SHom  othehmise 


^ { SFNSTTTVF  INVESTIGATIVE  MATTER) 


iNVi^yriGATiv^E  matter 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


♦ ♦ 


PETRAEUS-2575 


HEJREIM 

£IAT1 


Mniteb  States  district  (Court 

WESTERN  ^ ^ NORTH  CAROLINA 


DISTRICT  OF. 


TO; 


b3 

SUBPOENA  TO  TESTIFY 
BEFORE  GRAND  JURY 

SUBPOENA  FOR. 

□ PERSON  ■ DOCUMENTS  OR  OBJECT(S) 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  time  specified  below. 


United.  States  Courtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  Carokna  28202 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document(s)  or  object(s);  * 


b3 


SEE  ATTACHMENT 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the  United  States  and 
a federal  grand  jury.  As  a subpoena  recipient,  you  are  under  no  obligation  of  secrecy.  However,  we  request  that 
you  not  uisclose  the  existence  of  this  subpoena  as  the  impact  of  any  such  disclosure  could  be  detrimental  to  the 
investigation. 


□ Phase  see  additional  information  on  rewse 


This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  officer  acting  on 
behalf  of  the  court. 


This  subpoena  is  issued  upon  application 


Agen 


DATE 


iMavQ  90  n 


Ckarlotte,  Nortk  Carolina  28^02 

704-344-6222AUSA 

NAME.  ADOAESS  AND  PHONE  NUMBER  OF  ASSISTANT  ATTORNEY 

United  States  Attorney's  Office 


b3 

b6 

b7C 

b7E 


Mf  not  applicable,  enter  ‘'nor>e/* 


To  be  used  m Imu  of  AOI  lO 


PETRAEUS-2576 


RECEIVED 
BY  SERVER 


SERVED 


‘^1 1^1 13 


3 1 


RETURN  OF  SERVICE*’) 

I PLACE 


I C 


aTTTTcmcm— — oi-nviL/i_  r cco 

SERVICES 

TOTAL 

I declare  under  penalty  of  perjury  under  the  laws  of  the  United  States  of  America  that  the  foregoing 


information  contained  in  the  Return  of  Service 

Executed  on  ^ ^ ^ ^ 

Date  Signature 


Id  correct.  b6 

b7C 


Address  of  Server 


ADDITIONAL  INFORMATION 


(1)  As  to  who  may  sarva  a aubpoans  and  tha  mannar  of  its  sarvica  saa  Rule  17(d).  Federal  Rules  of  Criminal  Procedure,  or  Rule  45(c)  Federal  Rules  of  Civil 
Procedure. 

(2)  ‘ Fees  and  mileage  need  not  be  tendered  to  tha  witness  upon  service  of  a subpoena  issued  on  behalf  of  the  United  States  or  an  officer  or  agency  thereof 
(Rule  45(c),  Federal  Rules  of  Civil  Procedure:  Rule  I7(d),  Federal  Rules  of  Criminal  Procedure)  or  on  behalf  of  certain  indigent  parties  and  cnmmni 
defendants  who  are  unable  to  pay  such  coats  (28  USC  1825.  Rule  I7(b)  Federal  Rules  of  Criminal  Procedure)  ' 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS: 

I.  General 

A.  Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  producediin 
electronic  form  and  shall  include  text  data  and  image  data  held: 

1 . In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

B.  Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and 
may  be  converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 

II.  Text  Data 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  file: 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file 
format  without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  account 
number,  date/time,  description,  payee/payor,  check  number,  item  identifier,  and  $mount). 

III.  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietary 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  ^hall  be: 

1.  Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 

IV.  Encrypt  ion/ Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall 
be  produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic 
production. 

V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 
reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Financial 
Privacy  Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R., 
Part  219  (revised  effective  1/1/2010). 
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b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
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Date  of  entiy  06/12/2  013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
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Date  of  entiy  06/12/2  013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  June  12^  2013^  writer  received  an  envelope  from 


b3 
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This  envelope  contained  select 
affiliated  with  the  captioned  subject. 


b3 

b7E 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  PETRA  EU  S“2 582 
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FEDERAL  BUREAU  OF  INVESTIGATION 


Date  of  entiy  06/24/2013 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  June  20,  2013,  writer  received  a Fed  Ex  package  from| 


This  package  included  a corrected  Affidavit  related  to  records 


:)reviouslv  provided  b^ 


as  well  as  select 


affiliated  with  the 


captioned  subject. 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 
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Date  drafted  06/24/2013 


This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  ni_  t o ft  i ir 
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Date  of  entiy  07/01/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  June  27,  2013,  writer  received  a Fed  Ex  box  from 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  * i-i  . r-  ^ 
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Date  of  entiy  07/11/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 

On  July  10,  2013,  writer  received  a Fed  Ex  package  fro 
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The  Fed  Ex  package  contained  and  indicated  limited 

information  about  for  which  no  documents  were 

available  during  the  dates  requested. 


This  package  will  be  maintained  in  the  lA  section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  PETRA  EU  S“Z5  8 5 


bl 

b3 

b6 

b7C 

b7E 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


if*  iNv-i?,';*'' 

a;; 


Date  of  entiy  07/11/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  July  10^  2013^  writer  received  a Fed  Ex  package  frorJ 


b3 

b7E 


The  package  contained  one  CD  with  various  data  related  to 

affiliated  with  the  captioned  subject.  The  password  for 
accessing  the  data  on  the  CD  was  included  on  the  inside  of  the  CD  case. 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency. 
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Date  of  entiy  07/15/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  July  Iff  2013,  writer  received  a Fed  Ex  package  from 
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The  package  contained  a letter 
during  the  time  period  requested. 


indicating  that  no  documents  existed 


This  letter  will  be  maintained  in  the  lA  section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency. 
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Date  of  entiy  07/22/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  July  22  f 2013^  writer  received  a Fed  Ex  package  frorrj 
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The  package  contained  a letter  with  details  about  the 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 
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Investigation  on  07/22/2013  at  Charlotte^  North  Carolina,  United  States  (Mail) 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 


to  be  distributed  outside  your  agency. 
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Miiitcb  States  district  (Court 

WESTERN  ^ NORTH  CAROLINA 


DISTRICT  OF. 


SUBPOENA  TO  TESTIFY 
BEFORE  GRAND  JURY 

SUBPOENA  FOR; 

□ PERSON  n DOCUMENTS  OR  OBJECT(S) 


YOU  ARE  HEREBY  COMMANDED  to  appear  and  testify  before  the  Grand  Jury  of  the  United  States  District 
Court  at  the  place,  date,  and  time  specified  below. 


United  States  C ourtkouse 
401  West  Trade  Street 
Ckarlotte,  Nortk  Carolina  28202 


YOU  ARE  ALSO  COMMANDED  to  bring  with  you  the  following  document(s)  or  object(s);  * 

SEE  ATTACHMENT 


An  official  criminal  investigation  of  a suspected  felony  is  being  conducted  by  an  agency  of  the  United  States  and 
a federal  grand  jury.  As  a subpoena  recipient,  you  are  under  no  obligation  of  secrecy.  However,  we  request  that 
you  not  disclose  the  existence  of  this  subpoena  as  the  impact  of  any  such  disclosure  could  be  detrimental  to  the 
investigation. 


□ Atoase  see  additional  information  on  ravarse 


This  subpoena  shall  remain  in  effect  until  you  are  granted  leave  to  depart  by  the  court  or  by  an  officer  acting  on 
behalf  of  the  court. 

' |.Tulvl8. 


CLERK 


(BY)Od 


sa[ 


ui  ine  UMiiuu  ui  America 


upon  application 


NAME.  ADDRESS  AND  PHONE  NUMBER  OF  ASSISTANT  aS.  ATTORNEY 

United  States  Attorney's  Office 


227  uite  1650 

Ckarlotte,  NortJti  V^arolina  28202 
704-344-6222 


b3 

b6 

b7C 

b7E 


not  applicable,  enter  '*none.** 
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PETRAEUS-2589 


RETURN  OF  SERVICE*’' 


DATE 

RECEIVED  — ^ 

BY  SERVER  ^ j J | 3 


DATE 


TB'  I CJir^ar  lo'ifc 


SERVED 


SERVICES 


DECLARATION  OF  SERVERg) 

I declare  under  penalty  of  perjury  under  the  laws  of  the  United  States  of  America  that  the  foregoing 
information  contained  in  the  Return  of  Service  and  StatanriRnt  nf  SRivirR  Errs  is  true  and  correct. 


Executed  on 


■ 

\ <r  [jdau  ; dharl^ 


Address  of  Server 


ADDITIONAL  INFORMATION 


(1)  As  to  who  may  ssrve  s subpoena  and  the  manner  of  its  service  see  Rule  I7(d),  Federal  Rules  of  Criminal  Procedure,  or  Rule  45(c}.  Federal  Rules  of  Civti 
Procedure. 

(2)  'Fees  and  mileage  need  not  be  tendered  to  the  witness  upon  service  of  a subpoena  issued  on  behalf  of  the  United  States  or  an  officer  or  agency  thereof 
(Rule  45<c),  Federal  Rules  of  Civil  Procedure:  Rule.  17(d).  Federal  Rules  of  Criminal  Procedure)  or  on  behalf  of  certain  indigent  parties  and  criminal 
defendants  who  are  unable  to  pay  such  coats  (28  USC  1825.  Rule  17(b)  Federal  Rules  of  Criminal  Procedure)  ’ 


INSTRUCTIONS  FOR  PRODUCTION  OF  RECORDS; 

I.  General 

A.  Records  existing  as  Electronically  Stored  Information  (ESI)  shall  be  produced  in 
electronic  form  and  shall  include  text  data  and  image  data  held: 

1.  In  your  record  retention  systems;  and/or 

2.  By  your  technology,  data,  or  other  service  provider(s). 

B.  Records  that  do  not  exist  as  ESI  may  be  produced  in  paper  or  other  original  format  and 
may  be  converted  to  image  or  text  data  and  provided  as  ESI,  unless  originals  are  required. 

II.  Text  Data 

A.  Text  data  relating  to  transactions  shall  be  produced  within  a data  file: 

1 . Using  a delimited  ASCII  text  data  format;  or 

2.  Using  software  that  can  export  to  a commonly  readable,  non-proprietary  file 
format  without  loss  of  data. 

B.  Text  data  files  relating  to  transactions  shall  include  field  descriptions  (e.g.,  accourit 
number,  date/time,  description,  payee/payor,  check  number,  item  identifier,  and  aftiount). 

III.  Image  Data 

A.  Image  data  shall  be  produced  in  graphic  data  files  in  a commonly  readable,  non-proprietar>' 
format  with  the  highest  image  quality  maintained. 

B.  Image  data  of  items  associated  with  transactions  (e.g.,  checks  and  deposit  slips)  shall  be: 

1 . Produced  in  individual  graphic  data  files  with  any  associated  endorsements;  and 

2.  Linked  to  corresponding  text  data  by  a unique  identifier. 

IV.  Encryption/ Authentication 

A.  ESI  may  be  transmitted  in  an  encrypted  container.  Decryption  keys  and/or  passwords  shall 
be  produced  separately  at  the  time  the  data  are  produced. 

B.  Authentication,  such  as  hash  coding,  may  be  set  by  agreement. 

C.  Affidavits  or  certificates  of  authenticity  may  be  included  as  part  of  the  electronic 
production. 

V.  Cost  Reimbursement 

A.  Costs  that  are  reasonably  necessary  and  have  been  directly  incurred  in  searching  for, 
reproducing,  or  transporting  records  may  be  reimbursable.  See  the  Right  to  Findncial 
Privacy  Act,  12  U.S.C.,  Section  3415  and  Federal  Reserve  Board  Regulation  S,  12  C.F.R., 
Part  219  (revised  effective  1/1/2010). 
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FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


b3 

b7E 


♦♦ 


PETRAEUS-2593 


FD-302  (Rev.  5-8-10) 


- 1 of  1 - 


FEDERAL  BUREAU  OF  INVESTIGATION 


v'iwr.v  ;,vw  Wv  yjj.v 
:«w.  :.ss;i  wrSs^I  !,y 


Date  of  entiy  08/12/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  August  12,  2013,  writer  received  an  e-mail  from 
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b6 

b7C 

b7E 


The  e-mail  contained  an 

affiliated  with  the  captioned  subject. 

The  e-mail  and  attachment  will  be  maintained  in  paper  copy  in  the  lA 
section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
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Date  of  entiy  08/09/2013 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure  6(e). 


On  August  If  2013^  writer  received  a Fed  Ex  package  fror| 
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b7C 
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The  package  included  records  for| 

affiliated  with  the  captioned  subject. 


These  records  will  be  maintained  in  the  lA  section  of  the  file. 
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This  document  contains  neither  recommendations  nor  conclusions  of  the  FBI.  It  is  the  property  of  the  FBI  and  is  loaned  to  your  agency;  it  and  its  contents  are  not 
to  be  distributed  outside  your  agency.  PErRA  EUS-2595 
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Details : 

(U)  On  September  18^  2013^  the  following  items  of  evidence  related  tc 

captioned  cases  were  printed  and  provided  via  hardcopy  to  AUSA 
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District  of  North  Carolina  issued  a grand  iurv  subpoena  to 

This  subpoena  sought 

PETRAEUS-2621 


Tit 

i 

tS|  Re: 


bl 

b3 

b7E 


e:  (U)  Grand  Jury  Subpoena  Results  From] 

10/15/2013 


1 This  subpoena  j 

identified  as 

and  was  served  via 

FAX  on  April  10, 

2013. 


(U)  On  June  5^  2013^  writer  received  results  from 


each  of  the  above 

advised  the  following  regarding 


b3 

b6 

b7C 

b7E 


response  can  be  found  in  the  corresponding  lA-envelope. 


b3 

b6 

b7C 

b7E 


♦♦ 
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Electronic  Communiccition 


Title : (U)  Grand  Jury  Subpoena  Results  From 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By  I 


Date:  10/18/2013 

Class  IFIID  BY:  MS  ICQ  C€»SW4fiBll 
REASON:::  1.4  (C) 
mcmSSlWT  m:  12-31-2Q3S 
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ALL  IMIORMATTON  CONTAINEn 
HEREIN  IS  UMCLASSIFIED  EXCEPT 
WBE]^  SHOWN  OTIiEKICISE 


bl 

b3 

b6 

b7C 

b7E 


Case  ID  # 

til 


hGJ 


‘TTZ/WF^'I  •GqF.N.qTTTVF,  TWVE.qTTGATTVF.  MATTER) 


yENyi'i'iVE  iNVEt^'i'iGA'i'iVE  MATTER 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  To  submit  grand  jury  subpoena  results  from 

to  file. 


b3 
b7E 

1 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Grand  Jury  Subpoena  Results  From 


Details : 

(U)  On  April  1,  2013,  the  United  States  District  Court  for  the  Western 


b3 

b7E 

ought 


District  of  North  Carolina  issued 


PETRAEUS-2623 
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jm Addi  t.i  onal St.en.s  Regarding 


From:  CHARLOTTE 

CEOS 

Contact : 


Date : 


CLASSIFIED  BY:::  MSIO€ 
HEASCM:  1.4  fCI 
DECLASSXFY  ON:  12--31' 
DATE:  0€-2e-201€ 


10/18/2013 
CCfiW4€Bll 


?01S 


ALL  IMWmmMTim  contaihed 
HEKEIM  IS  mJCLASSIFIED  EXCEPT 
MEEBM-  Slow  OTHERWISE 


SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis : 

provided 


(U)  To  document  additional  steps  regarding  subpoena 


results 


Details : 


bl 

b3 

b6 

b7C 

b7E 


tSf 


Multiple  subpoenas^  as  documented  in  the  SBP  and  GJ  sub-files  of 
captioned  case,  were  issued  tc 


A review  of  results  received  as  of 


October  15,  2013  finds  several  pending  issues: 
(U)  Subpoenas  were  served  on 


provided  the  following  results: 


b3 

b7E 


b3 

b7E 


PETRAEUS-2626 


and  DOJ/CES  have  no  interest  in  seeking  assistance  from 

No  additional  investigative 

steps  regardinc  will  be  taken  at  this  time. 
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FEDERAL  BUREAU  OF  INVESTIGATION 
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Subpoena  Results  Received  Date:  10/18/2013 

illllllllllllllll^^^^ 

jljjjllllllH^^ 

lllllll^^  bi 

iilhBiiil:iillliii::iiilBH  235 

b7C 

b7E 


Drafted  By: 


Case  ID  # 

tS) 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Grand  Jury  Subpoena  Results  From 


Details : 
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Title: 


rding 


From:  CHARLOTTE 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Details : 


PETRAEUS-2632 


Title : 


IS  ) Re  -: - 


(U)  Additional  Steps  Regarding 
tj,  10/25/2  013 


provided  the  following  results: 


(U)  Digital  evidence  collected  to  date  has  been  reviewed  and  writer 
notes  the  following  regarding  each  oi 


BROADWELL^s  book^  All  In:  The  Education 


of  General  David  Petraeus , 


and  no  additional  investigative  steps  will  be  taken  at 


this  time. 


investigative  steps  will  be  taken  at  this  time. 


I 


PETRAEUS-2633 


bl 

b3 

b7E 


view  FBI  Tampa’s  evidence.  Investigators  will  review  the  Tampa 
evidence  for  any  case-relevant  information  with  regards  to  the 
mishandling  of  classified  information. 


b3 

b6 

b7C 

b7E 


-A  review  of  the  digital  evidence  regarding 


found  no  probable  cause  exists  regarding  the 


mishandling  of  classified  information  to  search 
additional  investigative  steps  will  be  taken  at  this  time. 


and  no 


♦♦ 
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Title:  (U)  Subfile  Opening  Document 


From:  CHARLOTTE 


Case  ID  # 


fUJ  Synopsis  1 


(S) 


Date:  11/28/2012 

IIIIIIIIIIH 

hhL  IMEWiMTim  CGirmiNED 
mmim  is  umcoussified  e^cdeft 

MHEll  SHOWJ  OTmEMISl 


bl 

b3 

b6 

b7C 

b7E 


SENSITIVE  TNVESTTGATTVF.  MATTER) 


SENSITIVE  INVESTICATI 
) Request  opening  of  Sub  NC, 


S) 

VE  MATTER 


Details : 


SA 

newspaper  ciiDPinas  ana 


requests  opening  of  subfile  "NC"  to  house 
open-source  material  collected  on  the  subject 


bl 

b3 

b6 

b7C 

b7E 
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Title:  (U)  Subfile  Opening  Document 


Date:  11/28/2012 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Drafted  By: 


lllllllllll 

b3 
b6 


jSJ  Case  ID  # : 


SRP  (SENSITIVE  TNVESTTGATTVF.  MATTER) 


Ve  matter 


im  Synopsis: 


Request  opening  of  Sub  SBP. 


Details : 


SA  requests  opening  of  subfile 

subpoenas  drafted  and  issued  in  the  investigation  od 


all 

bl 

b3 

:si 

b6 

b7C 

b7E 
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bl 

b3 

b6 

b7C 

b7E 


Tr\  J 

oase  XU  1 

5 

Synopsis : 

(U)  Letter  tc 

BBE ( SFNSTTTVF  INVESTIGATIVE  MATTER) 


SI 

VE  MATTER 


b3 

b7E 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  USAO-WDNC  Letter 


Details : 


On  or  about  12/19/2012^  the  USAO  - Western 
sent  the  enclosed  letter  tc 

costs  associated  with  subpoena  compliance, 
found  in  the  corresponding  lA-envelope. 


District  of  North  Carolina 
requesting  an  invoice  for 
A copy  of  this  letter  can  be 


b3 

b7E 
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fS)  ease  ID  #: 


^BP  (sensitive  investigative  MATTER) 

is] 

SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis : 


(U)  Service  of  Grand  Jury  Subpoena 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U) 

Subpoenal 


GJ 


b3 

b7E 


Details : 


On  or  about  11/18/2013,  SA 

Jury  Subpoenas  issued  bv  t] 

b3 

served  the  attached  Grand 

b6 

he  Western  District  of  North  Carolina  on 

b7C 

b7E 

A copy  of  each  Grand  Jury  Subpoena  can  be  found  in  the 

corresponding  lA-envelope . 
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Electronic  Communiccition 


Title:  (U)  Service  of  Grand  Jury  Subpoena 
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CEOS 

Contactf 


Approved  By: 


Drafted  By: 
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DECLASSLIY  ON:  12~-il~“203S 
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HEIEIN  IS  UNCLASSIFIED: 
mSES  SHOW  OTHERMISE 


Case  ID  # : 

RRP  (RRNRTTTVF,  TNVF.RTKCATTVF.  MATTF.R  ) 

1 /'"V  ' ' 

1 b3 

SENSITIVE  INVESTIGATIVE  MATTER 


b6 

b7C 

b7E 


Synopsis : 


(U)  Service  of  Grand  Jury  Subpoena 


Enclosure (s) : Enclosed  are  the  following  items: 

1.  (U)  I 


Details : 


b3 

b6 

b7C 

b7E 


On  or  about  1/17/2013^  SM 


served  the  attached  Grand 


Jury  Subpoenas  issued  out  of  the  Western  District  of  North  Carolina  on 

via  fax.  A copy  of  each  Grand  Jury 


Subpoena  can  be  found  in  the  corresponding  lA-envelope. 
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Electronic  Communiccition 


Title:  (U) 


From:  CHARLOTTE 

CEOS 

Contact : 


Approved  By: 


Date:  02/05/2013 

^LL  iiJitmi&TiaNr  mM-mimn 
HEREIN  IS  XMIIASSIFIED  EXCEPT 
WHERE  SHOMKr  OTHERMISE 


Drafted  By: 


Case  ID  #: 

B 

IS) 

■ BP 


SENSTTTVF,  T NVF,STTP;ATTVF,  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


bl 

b3 

b6 

b7C 

b7E 


b3 

b7E 


Enclosure (s) : Enclosed  are 
1.  (U)  request 


the  following  items : 
and  response 


Details : 


On  or  about  2/1/2013,  SA 

b3 

received  the  enclosed  , ^ 

b6 

additional  information  in  b7C 

documentation  from 

requesting 

regards  to  Grand  Jury  Subpoen^ 

i 

ssued  out  of  the  Western  b7E 

District  of  North  Carolina. 

On  or  about  2/4/2013,  SA 

faxed  the  additional 

^SECRS$A^ii©FO^^ 


PETRAEUS-2641 


Tit: 

.Re.:..- 

Le:  (U) 

Request 

02/05/2013 

1 

information  requested 


The  request  froJ 


response  can  be  found  in  the  corresponding  lA-envelop^ 


and 


bl 

b3 

b6 

b7C 

b7E 
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FEDERAL  BUREAU  OF  INVESTIGATION 

Electronic  Communiccition 


Title:  (U)  Service  of  Grand  Jury  Subpoena 


Date:  02/11/2013 


From:  CHARLOTTE 


SENSITIVE  INVESTIGATIVE  MATTER 


bl 

b3 

b6 

b7C 

b7E 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Synopsis:  (U)  Service  of  Grand  Jury  Subpoena 


ssify 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)|  Igjs 


Details : 


b3 

b6 

b7C 

b7E 


On  or  about  2/8/2013,  SA 


served  the  attached  Grand  Jury 


Subpoena  issued  out  of  the  Western  District  of  North  Carolina  on 


A copy  of  the  Grand  Jury  Subpoena  can 


be  found  in  the  corresponding  lA-envelope, 


PETRAEUS-2643 


PETRAEUS-2644 


(Rev.  07-21-2011) 


CLASSIFIED  BY:  KTSICG  C€6¥4eBlli 
REASON:  1.4  {Cl 
niCLASSIFY  ON:  12~«31“~203S 
HATE:  08-29-2016: 


FEDERAL  BUREAU  OF  INVESTIGATION 

Serial  Moved  to  Another  Case 


Action 


Performed 


Action  Date:  05/15/2013 


bl 

b3 

b6 

b7C 

b7E 


Original  Form  Type:  Evidence  Log  iMltiMAflON  cxMffAlMEBi 
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DAfE:  □8-2S’-201fi 


Synopsis:  (U)  To  transfer  serial  and  evidence  incorrectly  filed  in  SBP 

subfile  to  Main  file  of  captioned  case, 


Title:  (U)  To  transfer  serial  from  SBP  sub-file 

to  Main  file 

From:  CHARLOTTE 

CEOS 


Details : 


BP,  The  log  i 

m 

i:s] 

and  has  attached  evidence  item 


Writer  respectfully  requests  that  Records  Management  Division  / 
Records  Support  Un-i-h  Serial  and  the  evidence 


item  to  the  Mail  fild 


IS) 


bl 

b3 

b7E 
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Approved  By : A/ S SA 


From:  CHARLOTTE 

CEOS 

Contact : 


Drafted  By 


1 Cas€  ID  If . 

SBP  (SENSITIVE  INVESTIGATIVE  MATTER 


SENSITIVE  INVESTiL-ATiV/E  MATTER 


Synopsis : 


(U)  To  add  letters  provided  by  the  USAO-WDNC 


bl 

b3 

b6 

b7C 

b7E 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Invoice  Requests 


Details : 


The  USAO-WDNC  provided  KRT  Ch 
requesting  invoices  fron 


-1 


i-bb — copies  of  letters  they  sent 

who  complied  with  Grand  Jury 

requests  for  the  above  captioned  investigation.  Copies  of  each  of 
these  letters  can  be  found  in  the  corresponding  lA-envelope. 


b3 

b7E 
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Electronic  Communiccition 


Title:  (U)  Service  of  Grand  Jury  Subpoena  - 


From: 


7/11/2013 

CHARLOTTE 

CEOS 

Contact : 


Approved  By 
Drafted  By: 
Case  ID # 


Date:  07/11/2013 
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bl 
b3 
b6 
b7C 
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^//NF)  (SENSITIVE  INVESTIGATIVE  MATTER) 


IS] 

yENyi'i'iVE  iNVEy'i'if^A'i'iVE  MATTER 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Grand  Jury  Subpoena 


Details : 


served  the  attached 


(U)  On  or  about  7/11/2013^  SA 
Grand  Jury  Subpoena  issued  out  of  the  Western  District  of  North 

Ivia  FAX.  A copy  of  the 


Carolina  on 


Grand  Jury  Subpoena  can  be  found  in  the  corresponding  lA-envelope. 


b3 

b6 

b7C 
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Approved  By " 


Drafted  By 


Case  ID  #: 


SENSITIVE  INVESTIGATIVE  MATTER 

FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


bl 

b3 

b6 

b7C 

b7E 


Sensitive  Investigative  Matter 
PBP  (SENSITIVE  INVESTIGATIVE  MATTER) 


Title:  (U)  Service  of  Subpoena  on 


From:  CHARLOTTE 

CEOS 

Contact : 


Synopsis:  (U)  To  document  the  service  of  a personal  appearance  Grand 

Jury  Subpoena  on 


Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Copy  of  Grand  Jury  Subpoena 

Details : 


(U)  On  or  about  September  26^  2013^  SA| | 

issued  by  the  United 


b3 

b6 

b7C 

b7E 


b3 

b6 

b7C 

b7E 
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bl 

b3 

b6 

b7C 

b7E 


States  District  Court  for  Western  North  Carolina.  The  subpoena  is 


identified  as  numbei 

and  was  served  or 

is  ordered 

to  appear  before  the  Grand  Jury  in  Charlotte^  North  Carolina  on 


(U)  A copy  of  the  subpoena  and  associated  instructions  can  be  found  in 
the  corresponding  lA-envelope, 


b3 

b6 

b7C 

b7E 
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Title:  (U)  Grand  Jury  Subpoena  served  on 


From: 


CHARLOTTE 

CEOS 

Contact : 


Approved  By: 
Drafted  By: 

| Case  ID  # : 


Date:  10/09/2013 
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BBP 


MmL  iMWwmTim  OM-mimB 
mmim  is  imclassified  e^ceeft 
mmm  showh  othekwisi 

bl 
b3 
b6 
b7C 
b7E 


: SENSITIVE  INVESTIGATIVE  MATTER) 


SENSITIVE  INVESTIGATIVE  MATTER 


FEDERAL  GRAND  JURY  MATERIAL  - DISSEMINATE  PURSUANT  TO  RULE  6(E) 

Do  not  disseminate  except  as  authorized  by  federal  rule  of  criminal  procedure 
6(e)  . 


Enclosure (s) : Enclosed  are  the  following  items : 
1.  (U)  Grand  Jury  Subpoena  served  on 


Details : 


(U)  On  April  2,  2013^  the  United  States  District  Court  for  the  Western 


District  nf  North  Carolina issued  a grand  iurv  subnoena  tf 
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Expense  reimbursement  made 
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on 
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Enclosure (s) : Enclosed  are  the  following  items: 
1.  (U)  Payment  Receipt 


Details : 


bate  of  birth  (DOB 


interviewed  at  the  offices  of  her  employer, 
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Title:  (U)  Reimbursement  for|^ 

Re:  288A-TP-74641,  01/08/2013 


Charlotte,  North  Carolina.  After  being 
advised  of  the  identity  of  the  interviewing  Agents  and  the  nature  of 
the  interview, 


^as  provided  the  following  information: 


(U)  The  FBI  continues  its  review  of  the  digital  media  voluntarily 
on  11/12/2012.  This  review  is  expected  to  last  for 
an  indeterminate  period  of  time . So  as  not  to  negatively  impact 


provided  by^ 


employment  as  an 


thf.  Tamoa  Division  o 
a total  0:3 


Bureau  of  Investigation  (FBI)  reimbursed 
cover  her  expenses  for  surrendering  three  computers  for  the  FBI’s 
review . 


the  Fejieral 
to 


b6 

b7C 


(U)  This  reimbursement  was  made  via  two  (2)  money  orders : one  (1) 
money  order  was  for  and  one  (1)  money  order  was  for 


I and  one  (1)  money  orde 

signed  a receipt  acknowledging  receipt  of| 


reimbursement  was  facilitated  by  SA 


This 


?. 

land  Sm 

Division.  The  original 

1 

signec 

1 receipt 

will  be  forwarded  to  FBI  Tampa  Division  for  retention. 
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Sent  for  Approval  for  RECORD//Sentinel  Cas 


EMAl-L- 


As  you  know,  today  was  the  first  | 
attorneys.  The  meeting  went  w& 
travel  and  the  need  to  meet  witi 
weeks.  Ho  specific  deadline  war 
pass  them  along. 


[between  Charlotte's  AU5A,  DOJ,  and 

js,  an(  ittorneys  were  in  recakejijode.  Based  on  upcoming 
^e  do  not  expect  to  hear  back  fror  ittorneys  for  several 
. As  we  receive  updates  from  the  uTATrorney's  Office,  we  wili 


bl 

b3 

IS]  b6 

b7C 

b7E 


-|g:| Meetings-with-  B ttorneys  will  occur  tomorrow.  I will  send  a separate  update  then. 

VVe  do  have  one  admiinistrative  msatter  to  handle.  The  defense  attorneys  are  taking  classified  notes 
which  will  need  to  be  transported  from  Charlotte  to  DOJ's  Litigation  Security  Group.  The  notes  will  be 
double-wrapped  by  each  defense  team,  flaps  will  be  initialed,  and  each  package  will  be  placed  in  a lock 
bag.  The  defense  teams  will  lock  their  own  bag  and  retain  both  keys.  We  request  a TR  number  for  a 
Charlotte  Agent  (TBD)  to  travel  to  DC  within  the  next  five  business  days  to  courier  these  lock  bags. 
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L/as  contacted  today  b 


ttorney  who  asked  if  we he  willing  to  conduct  the 


everse  nmffer  on  Sunday,  April  27  since  we  would 


or  right  nov\j pverse  proffer  will  be  at  10:30  an 

Hopefully  we  are  now  locked  in  and  no  further  date  changes  will  occur. 
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bn  that  date.  So,  as 
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